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ABSTRACT 

In Present trends cloud computing is a Large platform for data storage. It has been become an essential part of 

data storage system. Cloud computing is an Internet based computing which enables sharing of services. With 

the help of Cloud Storage the users can remotely store their data and enjoy the on demand high quality 

applications and services from a shared pool of configurable computing resources. Also, users  should  be  able 

to just  use  the  cloud storage  as  if  it  is  local with no worrying about the need to verify its integrity. 

Therefore, enabling public auditability for cloud storage  is  of critical  importance  so  that  users  can  resort 

to a  cloud service provider (CSP) to check  the  integrity of  outsourced  data. Now a days the computing 

environment increases, the usage of data also increasing rapidly. In this usage of the image data also 

increasing in large amount in computing environment. Storing the image data in cloud environment is a good 

solution for storage functionality. Although cloud computing do not have any image management service by 

which the image data can store and access in an efficient manner. Since the image data contain the sensitive 

information so the security of image data is also a major concern. In this paper we are propose a outsourced 

image management system which will store the image data into cloud in efficient manner and also it provide the 

security to image data. In this proposed system we are proposing a mechanism which is the combination of 

image management system and trusted cloud module. This system is very well known that cloud is a third party 

and it is not a trusted party. Hence storing the data directly to the cloud is not a safe practice. On behalf of that 

purpose we are making the module for checking the trustiness of cloud. By using our proposed system that we 

can assure about privacy and efficient storage of image data which can contain sensitive information over 

cloud. 
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I. INTRODUCTION 

 

Cloud computing brings new and challenging security threats towards user’s outsourced data. Primary we have 

infrastructures under the cloud are much more powerful  and  reliable  than personal  computing  devices and  

users are still  facing  the  broad  range  of  both internal  and  external  threats  for  data  integrity and then for  

the  benefits  of their   own nobody can do exist  various  motivations for Cloud Service Providers to behave  

unfaithfully  towards  the  cloud  users  regarding  the  status  of  their outsourced  data. In this advance 

computers technology a large number of databases are being exponentially generated.  
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Fig. 1 Example of Cloud Computing with Trust Model 

 

1.1 Benefits of Cloud Are Well Understood 

– It saves the cost on electricity, hardware/software maintenance. 

– Convenience from universal access, pay per use. 

In which outsourcing of Image is becoming more popular. Such type of large data transmission can be very 

wasteful and often creates more complexity on the data acquisition mechanism design at the data owner side, 

and there may be a case in which the cloud can omit or erase the data from cloud, in that case the data can be 

lost and availability of data will end. For this we are proposing a mechanism by implementing which the 

problem of cloud trustiness can be solved. In our proposed system we will embed a trust module by third party 

auditor over cloud this TPA will check the authentication of cloud and pass this trusted certificate to the user, 

and by using that trusted certificate and image management system of compressed sensing we can achieve the 

privacy, security and availability of image data over cloud computing environment.   

 

 

Fig. 2 Example of Cloud Computing with Loss of Control 
 

In traditional adversaries like Hackers, malwares are trying to theft the data. It leads to 

 Cross VM attacks from multi tenants. 

 Leaking Personal Identifiable Information from rogue employees. 

 Even providers who control the entire infrastructure. 

 Many others yet to be identified. 

 

II. RELATED WORK 

 

Here we are using cloud computing. Since cloud computing is becoming a hot cake in it field so, for that 

purpose only such type of technology we are using.Cloud computing means storing and accessing data and 

programs over the Internet instead of your system memory. The cloud is just a metaphor for the Internet. It has 

become an old concept of presentations that would represent the gigantic server-farm infrastructure of the 
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Internet as nothing but a virtual data farm wherever white cumulonimbus cloud which is accepting connections 

and producing out information as it floats. What cloud computing is not like your computer memory. When you 

store data on or run programs from the hard disk, that's called local storage and computing. Whatever you need 

is physically close to you, which means using of your data is fast and easy (for that one computer, or the others 

on the local server). Working with your hard drive is how the computer industry worked for decades and some 

argue it's still superior to cloud computing, for some reasons, I will explain shortly. The cloud is also not about 

having a dedicated hardware server in residence. Storing your data on a residence or office network does not 

count as utilizing the cloud. For it to be considered "cloud computing," you have needed to use your data or 

your programs on the Internet, or at the end, the data synchronized with other information on the Net. In a big 

business, you should know about what's on the other side of the connection; as each and individual user, you 

might not have any idea that what kind of massive data processing is happening on the other end. The result is 

the same: with an online connection, where cloud computing can be use anywhere at any time. Consumer v/s 

Business Let's is sure that here. We're discussing about cloud computing as it impacts individual consumers 

those of us who sit back at home or in small-to-medium offices and use the Internet on a regular basis. There is 

an entirely different "cloud" when it comes under business. Then those businesses think in terms of Software-as-

a-Service (SaaS), where the business subscribes to an application it accesses through the Internet. Where a 

business can create its own custom applications for use by all in the company. And must remember the mighty 

Infrastructure-as-a-Service (IaaS), where players like Amazon, Google, and Rack space provide a spine that can 

be "rented out" by other companies. 

 

III. PROPOSED METHODOLOGIES 

 

3.1 Design Methodologies 

In existing approach the main drawback is there is no control over cloud .Cloud is an third party and having no 

trusted certification with the user. User image data can have the sensitive and important data. By using existing 

approach no one can reveal the information from image data. But the constructed images are stored on cloud, 

and there may be a case in which the cloud can omit or erase the data from cloud, in that case the data can be 

lost and availability of data will end. For this we are proposing a mechanism by implementing which the 

problem of cloud trustiness can be solved. In our proposed system we will embed a trust module by third party 

auditor over cloud this TPA will check the authentication of cloud and pass this trusted certificate to the user , 

and by using that trusted certificate and image management system of compressed sensing we can achieve the 

privacy ,security and availability of image data over cloud computing environment. 

 

Fig. 3 Public Cloud 
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Fig. 3 demonstrates the basic message flow in public cloud. Let f and y be the signal and its compressed samples 

to be captured by the data owner. To privacy protection, data owner in OIRS will not outsource y directly. 

Instead, he outsources an encrypted version y* of y and some associated metadata to cloud. Then the cloud 

reconstructs an output f* directly over the encrypted y* and sends f* to data users. At last, the user obtains f by 

decrypting f*. We leave the management and sharing of the secret keying material K between the data owner 

and users in our detailed decryption of proposed system design. Each block module is considered as the process 

of a program taking input and producing output. We assume that the programs are public and the data are 

private. In this whole paper, we consider a semi trusted cloud. Here the cloud is performing image 

reconstruction service as specified. But we are eager to know the owners or users data content. Because all the 

image samples uploaded by data owner usually contain a sensitive data information. So we would have to make 

sure that no any outside owners’ data is in unprotected format.  

 

3.2 Security Challenges in Cloud 

 Storage Outsourcing vs. Storage Security.  

 Cloud Data Encryption vs. Data Utilization 

 Storage Outsourcing vs. Access Control 

 Computation Outsourcing vs. Data Security 

 Utility Computing vs. Trustworthy Metering & Pricing 

 Resource Virtualization vs. Virtualization Security 

 Security Overhead vs. Cloud Benefits. 

 

Threat models supposed by the system: 

 

Security – Our proposed system will provide the strongest possible protection on both the private image samples 

and the content of the recovered images from the cloud during the service. 

 

Effectiveness – This application enable cloud to effectively perform the image reconstruction service over the 

encrypted samples, which can later be correctly decrypted by user. 

 

Efficiency – Our system should bring savings from the computation and/or storage aspects to data owner and 

users, while keeping the extra cost of processing encrypted image samples on cloud as small as possible. 

 

Extensibility – In addition to image reconstruction service, our application should be made possible to support 

other extensible service interfaces and even performance speedup via hardware built-in design.  

 

The Scheme Detail –In our proposed system we have to make two reasonable assumptions about the 

information shared between data owner and users: 1) a master image request and the secret key (K) for each 

image and 2) an orthonormal basis V, with which the image data x can be represented as a sparse vector f. Note 

that for security purpose, Here we are using independent secret key (K) for each image. In the following queries 

for easy presentation, we omit the index information in the instantiation description.  

 

KeyGen=Encryption (source file name, destination file name tn*, file group name)  

 

Where tn* denote random coins. Which is easy sharing of secret key material between users and owners; we 

will be using a master-keyed pseudo-random function (PRF) with random seeds to generate all the coins to 
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derive random matrices and vectors in K. For each image to be sampled, we use a freshly generated random key 

K.  To improve present our transformation in an existing way, we propose to separate the transformation into 

two steps. First when user view  the files in the cloud if he want to download that file then user will have to send 

the request to the data owner for secret key(K). Then in second steps data owner will see all the  secret key 

request send by the user ,and in response data owner have to send the random secret key(K) to the user if and 

only if data owner find user is trusted. When user find the secret key(K) then again user has to see the response 

send by the data owner here after getting original file secret key(K) user has to give input  K then the output 

topples (F0,K) in K.  Because our transformation based design outputs k as a standard LP problem, this 

algorithm on cloud side can be a general LP solver and thus its description is omitted. Data Recovery (K; h)! g. 

The user uses the secret key K to recover the original data g for problem from protected answer h of k returned 

by cloud and the instantiation is shown in Algorithm. 

 

Details of system: On the basis of above instantiation, we describe the complete protocol for our proposed 

system. 

 

Algorithm: 

 

Problem Transformation 

 

Data:: Transformation key K and original LP Ω 

Result:: Protected coefficient matrices F’, π’ in Ωk 

Begin 

         Picks (P, Q, π, M) in K and F in Ω; 

         Computes F’=PFQ and π’ = (π - MF) Q; 

         Return transformed F’, π’; 

 

Here we propose to leverage the idea of approximation. That is under certain conditions, we can always use 

sparse data to well approximate the large coefficients in the non-sparse vector data, as long as the small 

coefficients in those non-sparse data do not contain too much information .Specially, assuming under 

orthonormal basis V, the image data x's and co-efficient vector f is non-sparse. We denote fs as an s-sparse 

approximation of f in which can be derived by setting all but the largest s entries of f to zero. Let xs = Vfs. 

Because V is orthonormal, then  

                

      
. 

This equation implies that the difference between f and its s-sparse approximation fs is exactly equal to the 

difference between the original image x and the approximated image x’s. On the other hand, the current 

advancement in compressed sensing has shown that for any non-sparse general data f, the related solution to the 

Prob. 1, denoted as f*, will always be a spreaded data. And it is totally different compared to the actual s-sparse 

approximation fs satisfies the following bound, 
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Where C is some constant. 

 

Privacy Assurance Evaluation – Recall that our proposed system provides the privacy-assurance that users can 

harness the cloud to securely recover the image without revealing the underlying image content. This may be 

achieved only cloud really recovers, h, protects the original sparse vector h via a general mapping with a 

random choices of Q and e. To give the empirical results on privacy-assurance, the image recovered before user 

decryption, in both cases, the random mapping enabled by Q and e over g provides good enough privacy-

assurance on image content protection. This demonstrates what adversary can see given the basis V and the 

recovered encrypted vector h only consists of obfuscated image blocks. Compared to random noises, these 

image blocks are perceptually indistinguishable. By comparing the protected images with either the original 

images or the reconstructed images, it is safe to say that our proposed system provides satisfactory privacy-

assurance. That is unknowingly the secret key, the actual content of the protected underlying image cannot be 

perceived. 

 

IV. CONCLUSIONS 

 

In this we proposed new protocol for an outsourced image recovery service from compressed sensing with 

privacy assurance.   

It includes the following  

 Protocols significantly faster than previous work due to optimizations and computation restructuring. 

 Speedup can derive from proper tuning of encryption algorithms. 

We have proposed secure and privacy preserving image storage system in cloud computing, which 

provides different domains and techniques to provide security and efficiency. Here data owners also getting 

benefited by compressed sensing and consolidate the image compression by linear measurement. In other side 

data user also free to image recovery related issue. Besides its simplicity and efficiency, and is able to achieve 

robustness and effectiveness in handling image reconstruction in cases of sparse data as well as non-sparse 

general data via proper approximation.  Hence we show robustness and effectiveness for reconstructing images 

by the help of a secure key (K) provided by the third party like data owner. We also demonstrate the 

performance of the hardware built in system design. So our believe is to get more securable data storage without 

worry about security. 
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