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ABSTRACT

Bus protection is typically a station-wide protection function, as it uses the majority of the_highyvoltage (HV)
electrical signals available in a substation. All current measurements that define'the bus zoneof pratection are
needed. Voltages may be included in bus protection relays, as thes@iumber of voltages is relatively low, so little
additional investment is not needed to integrate them into th@ protection System. This @aper presénts a new
Distributed Bus Protection System that represents a step forward in the concéept ef a Smart Substation solution.
This Distributed Bus Protection System has been conceived not only as'a protection system, but as a platform
that incorporates the data collection from the HV.€quipment in an IEC61850 process bus scheme. This new bus
protection system is still a distributed bus protectionysolution. As opposed. to dedicated bay units, this system
uses IEC 61850 process interface units (that combinehothymerging units and contact 1/0) for data collection.
The main advantage then, is that as the bus protection is‘depleyed, it is also deploying the platform to do data
collection for other protection, control, and monitoring functions seeded in the substation, such as line,
transformer, and feeder. By\installing the data collection pieces, this provides for the simplification of
engineering tasks, and substantial“savings,in wiring, number of components, cabinets, installation, and
commissioning. In this way the new, bus protection systemis the gateway to process bus, as opposed to an add-
on to a process bus system. The ‘papér analyzes and describes the new Bus Protection System as a new
conceptual design‘fora Smart Substation, highlighting the advantages in a vision that comprises not only a

single glement, but the'entike installation:

Keyword: €urrent Transformer, Digital Fault Recorder, Fiber Optic Cable, International Electro

Technical €@ommission, Precess Interface Units
I.INTRODUCTION

Kirchhoff’s current law states that the sum of the currents entering a given node must be equal to the currents
leaving that node. It applies to ac current for instantaneous values. Thus, the sum of the currents in all feeders of
a busbar plus any bus fault current must be zero at any instant in time. The sum of the feeder currents alone
therefore equals the bus fault current.[1]

Consider the two situations demonstrated for the simple bus shown in Figure 1.

In case of an external fault, the current leaving the bus is equal to the sum of all of the currents entering the bus,
and the total summation is zero. The same would be true when considering load flow. On the other hand, in case

of an internal fault, the sum of all of the currents entering the bus is equal to the total fault current (summation
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of feeder currents is not zero). An ideal differential relaying system takes advantage of the fact that the sum of
the feeder currents will be zero for external faults or load flow, whereas the sum will be equal to the total fault
current for internal faults. Unfortunately, there are problems introduced wherein the ideal cannot always be
obtained, and steps must be taken to insure that the differential relaying system works properly, even under non-

ideal conditions.[1]
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Fig 2. Currents During Saturation
The relay shown in Figure 3 takes advantage of this condition to prevent operation during external faults with

significant saturation in the fault CT, but to allow operation during internal faults without any delay. High speed
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operation, in less than one cycle, can be obtained for heavy faults. The current differential element shown in
Figure 3 is in effect a percentage restrained over current relay; i.e., the differential element (4) produces an
output when the operating current (lop) exceeds Kr percent of the restraining current (5). This relay also
requires that all of the CT leads be brought into the relay house for connection to the relay. Additionally there is
a directional element (10) that is used to supervise the tripping of the differential unit in case of CT saturation .
The directional principle (block 10) checks if the currents of significant magnitudes (as compared with the fault
current):[2],[3]

« flow in one direction (internal fault) or,

+ one of them flows in the opposite direction as compared with the sum of the remaining currents (external
fault). The directional check should be performed only for the currents that are faulg@urrent “contributors” (in

contrary to load currents).
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Fig 3. Low Impedance Current Differéntial with Directional Current Element as Second Criteria for

Ripping and\CT Saturation Deteetion to Control the Trip Logic

Il. BUS PROTECTION SYSTEMS

Bus pratection systems mustbe suitable\for/dpplication on any of the busbar arrangements as described. Beyond
the standard protection requirements of ¢eliability (both dependability and security for all fault events) and high
speed (to limitithe impact of a bus fault on the power system), bus protection systems need to be selective. This
requires that a‘busyprotectian system only trip the feeder breakers that are actually connected to a faulted bus.
For a single busbar.systemsor a breaker and-a-half busbar system, this requirement is easily met, as all breakers
can only connect to ope bus. However, for more complex arrangements, such as the double busbar system, this
requirement for selectivity is more difficult to meet. This sets the following requirements for bus protection

systems:[3],[4]

e Providing independent protection zones with independent protection settings for each bus segment.
e  Monitoring which bus segment each feeder or source to the bus is connected to.
e Tripping only the breakers connected to a faulted bus segment.

e Dynamically change each bus protection zone based on which feeders are connected.
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2.1. Centralized Busbar Protection

In a centralized busbar protection system, all field wiring is brought directly to the bus protection relay. This
requires massive amounts of field wiring connected to a single relay panel. The relay panel wiring, and field

wiring, is complicated and time-consuming to design and install.

2.2. Distributed Busbar Protection

In a distributed system, field wiring for each feeder or bay is connected to a bay unit. Each bay unit is then tied
to a central processing unit by digital communications. In most existing designs, the bay units are actually relays
that send current measurements to, send equipment status to, and accept trip commands from the central unit via
a proprietary communications method. Ideally, all field wiring ends in the feeder bay by, connecting to the bay
unit, but in many applications, the bay units are actually installed in the contral house in panels adjacent to the
central unit. Busbar protection systems using both methods meet the protection, requirementsfercomplex bus
arrangements. The challenge for traditional solutions is that field wiring is complex and time“consuming, and

that the bus protection system and field wiring is completely dedicated to bus protection.[3],[4],[5]
I1l. BUS PROTECTION USING PROCESS BUS

A typical process bus architecture involves process dfterface units (PIUS) distributed throughout the substation
switchyard to acquire signals at primary equipment. To implement bus protectionga bus protection system
simply needs to connect to, and acquire datadrom, RIUs,located at the appropriatéicurrent transformers, circuit
breakers, and isolators. It is intuitive, thenjithat bus protection using process bus uses a distributed architecture,
using PIUs as opposed to bay units. All protection and “eontrol functions will be implemented in a central
relaying unit that connects to the appropriate P1Us.

In fact, bus protection is a good firstiuse for process bus. The concept of a station-wide distributed architecture,
with remote acquisition of data, is\a well=gstablished architecture for bus protection. Process bus simply changes
the nature of the bay units by using PIUs, ahd usesian industry standard communications method, IEC 61850, as
opposed to proprietary methods. The eapital cost of@ bus protection system using process bus and PIUs should
compare to a traditionaldistributed bus protection architecture using bay units. The advantage to the process bus
system is twofold: wiring cests should\begfeduced over traditional bus protection using process bus, and the
PAUs"installed for bus protection,can also supply the same data to other relays for other zones of protection via
process bus communications. Therefore, bus protection provides a built-in expansion and upgrade path for

protection and‘control systems in the substation.[4],[5]
IV. NEW DISTRIBUTED BUS PROTECTION SYSTEM USING PROCESS BUS

This paper describes a new Distributed Bus Protection System using process bus. The goal of this new system is
to start to meet the needs of the Smart Substation. The new system uses a central relaying unit for all protection
and control functions, uses PIUs to acquire all signals from and provide control of primary equipment, and uses
IEC 61850 communications between the central relaying unit and the P1U. The central relaying unit, in addition,
collects all related and necessary data in one device. So this new Distributed Bus Protection System addresses
the Smart Substation goals of reducing field wiring, implementing one communications protocol for all access
levels, and starts on facilitating easy data access. In addition, this system can be a future platform for further

applications for station-wide data.[7],[8],[9]
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Bus Protection Central Relaving Unit
All protection functions, circuit breaker status, isolator status

Communications Network
Fit-for-purpose architecture

I & &

Switchyard

difficult to implement. This effort is very much the same if the project is

em, or simply adding an additional source to an existing system.[9]

processing performed by a single IED.

Fig 5. Extensive Amounts Of Copper Cables Need To Be Distributed From Each Switchyard Apparatus

Back To The Control House
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Fig 6. Many Connections Need To Be Made In Each Apparatus In The High Voltage Equipment
Switchyard
o All copper field wiring is between primary equipment in the switchyard and PIUs, which ideally should be

IUs to the central bus

located at the primary equipment in the switchyard. Fiber optic cables connec
protection unit.
e For all applications, the installation is then identical: the physical interface consists of PIUs connected to a
fiber optic cable. A single IED is mounted in a relay cabinet, with,the pr tched to
the fiber optic cables coming from the PIUs. The size of the r optic
connections to the IED (with no field wiring) simplifies th sign for

all busbar arrangements and bus protection schemes ical: i ounted in a
relay panel, along with fiber optic patch panels. A
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Fig 7. PIU Field Wiring

istriblted Bus Protection system provides robust and reliable protection for

hlights of the protection functions related to bus protection include:

ection with both restrained (dual slope percent or biased) and unrestrained

(unbiased or i ous) functions incorporated. Differential protection is fast (typical response time: 1

power system cyele) and secure. Security is achieved by using a fast and reliable CT saturation detection
algorithm and a phase comparison operating principle. Security is further enhanced by support for
redundant process interface units (Bricks). Supports both three-phase tripping and individual phase tripping.

e Dynamic bus replica functionality and multi-zone protection (up to 6 zones) is supported allowing
application of the Bus Protection to multi-section reconfigurable buses. A zone expansion/contraction to an
open breaker feature is included. Isolator position monitoring for up to 96 isolators.

e Check-zone functionality configured by programming one of the differential zones to enclose the entire bus.

e Additional bus protection functions including end fault protection, breaker fail and over current protection

for each bus source, with CT trouble monitoring for each bus zone.[5]
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All protection and control functions are implemented in the central relaying unit, including breaker failure. The
PIU is intended to be a device located at primary equipment in the switchyard, and as such, is only a simple 1/0
device, and has no sophisticated processing. Sophisticated processing and application functions are best utilized

in the central relaying unit.
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Fig 8. Process Bus and Expansion
VII. APPLYING THE NEW SYSTEM

The new Distributed Busbar Protection System can be a

previously described in this paper. Because all data is ac

configuration can be made using common object—oritmogra
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Fig 9. Bus/Source Concept

The central relayi it of the new System includes specific functions such as circuit breaker status, isolator

tions and ratios. The System also defines the concept of the “bus
ock that ties together the status and connection functions for one
erefore, the bus source is responsible for determining which bus segment and

der or circuit is connected, and is responsible for issuing the appropriate trip
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Fig 10. Dynamic Bus Replica Concept
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The bus protection carries the object-oriented modeling even farther. The dynamic bus replica, to ensure
protection zones match the actual power system conditions, is another function block. The dynamic bus replica

is simply multiple bus sources connected together through configuration.
VIII. QUICKLY EXPAND THE PROTECTION SYSTEM THROUGH PROCESS BUS

The Bus Protection System is intended to operate as a standalone, distributed bus protection system. The bay
units for this system are PIUs, part of an IEC 61850 process bus solution. Once the P1Us for the Bus Protection
are installed, process bus data is available for use for any other zone of protection. The PIUs, then, are a
distributed 1/O interface for all protection functions and zones, not just the Bus Protectien.[8],[9]

With the Bus Protection in place, installing line protection or feeder protectiongs a simple process: mount the
relays in a panel, and patch to the fiber optic cable from the appropriate PIUs. The only requirement is the relays

must implement the appropriate IEC 61850 profile to interface successfully with the,Plds:
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IX. USE THE DISTRIBUTEDR\BUS PROTECTION SYSTEM AS A CENTRALIZED DFR

In keeping with one ofithe requirements of the Smart Substation, the new Distributed Bus Protection System can
be usedrto supply additional functionsto provide better access to data. With access to data across the entire
substation, the new System also has the capability to function as a basic centralized Digital Fault Recorder
(DFR). While not as full-featured as dedicated DFRs, the unit includes specific transient recorder settings and
digital triggers te initiate reeerding. The Distribute Bus Protection System can capture up to 50 individual
oscillography reeords, at sampling rates of up to 128 samples per cycle. Oscillographic data will include AC
waveform channels from every enabled bus source and every enabled protection zone differential and restraint
current. The oscillographic data can also include up to 384 digital channels. In addition, the System provides an

event recorder that records the last 8,192 events time tagged to 1 microsecond.[8]

X. CYBER SECURITY AND PROCESS BUS

This new Distributed Bus Protection System is designed specifically to address the cyber security problem. The
Communications architecture is a point-to-point architecture, with no remote access to the communications
between the Protection central unit and the PIUs. The messaging between the relay and the P1Us is completely,

physically sealed from the outside world, so there are no special concerns with regards to cyber security.[9]
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XI. CONCLUSION

implementation of a station-wide fault recerder. And installing this system is a low-risk and cost-

effective way to start the installation of process bus prote s. For the same cost as a traditional

distributed bus protection sys asy expansion of other prot n systems is nothing more than an add-on

function.
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