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ABSTRACT

The paper presents an Optical Private Key Cryptography (OPKC) technique to'provide security to the user data
in high speed optical networks. The circuit involves the Cross Phase Modulation,(XPM), a-aen=linear property,
of Semi-conductor Optical Amplifier (SOA). The process involves encfyption of the signal"with a cipher signal
using optical xor and transmission through an optical channel fellowed by the decryption process. The result
shows that security is achieved with BER of ~21.4 dB.

Keywords: Cross Phase Modulation (XPM), Dispersion Compersated Fiber (BCF), Mach-Zhender
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I. INTRODUCTION

The requirement of information security during transmission,is a major coneern in the field of communication
engineering. As the speed of communication system increases and reaches to the limit of the electronic devices,
[1] demands for digital all @ptic signal processing is rapidly<inereasing. Fiber and the free space optical
transmission systems are the backbone¥of,many high speed criti€al data networks. In order to provide user data
with security and allow only authenticated users,to access the data, cryptography is employed. Electronic
encryption is a wéell mature technique with'many schemes at different costs but it is limited to a relatively lower
data rate because of limitation of electronic components, circuitry and significant delay per bit. There is also a
physicalpvulnerability<at every optical-electrical-optical (OEQO) conversion point[3].

Optical \processing elements are attractive in order to full fill the demands of core networks with a huge core
capacity. because these components do not require any optoelectronic conversion. These optical processing
elements [2] areuseful in add drap multiplexing, clock recovery, regeneration and pattern reorganization. All of
the above functionsiean be controlled via optical logic gates and SOA be the backbone for any optical logic gates
because of its non-linearity properties viz. Four wave mixing, Cross Gain Modulation (XGM), Cross Phase
Modulation (XPM) and their combinations[3].The most common method for encryption is to combine the Pseudo
random bit sequence pattern with a security key in modulo 2 fashions. XPM in SOA is used to perform modulo 2

operations in optical domain [4].
I1. CONCEPT BEHIND APPROACH

Exclusive-OR Boolean function gives logic “1” if the two inputs that are being compared are different. On the
other hand, if the inputs are the same the output signal is logic “0”. In the case ofoptical gates, the logic “1” is

represented by the presence of an optical power, whereas the logic “0” meant to absence.

l|Page




International Journal of Advanced Technology in Engineering and Science www.ijates.com
VVolume No.03, Issue No. 01, January 2015 ISSN (online): 2348 — 7550
SOA based all optical logic gates using XPM is implemented in which the variation on the carrier density
induces a change on the refractive index [2] and so the phase of the continuous wave is modulated. This phase
modulation can be converted into intensity modulation by using a Mach-Zhender Interferometry (MZI)
configuration. This interferometer consists of two identical branches in which an SOA is placed.

When data signals (bit sequences to be compared) are launched into the SOAs, the carrierdensity and, thereby,
the medium refractive index is modulated. This causes a phase shiftover the control signal counter-propagating
through the SOAs (control signal) according tothe intensity variations of the input data signals. This phase

modulation experienced by the wave[5] during propagation in the SOA is given by equation (1)

AG = 277 @ + a[In(6) - In (60)] (1)

Being A the wavelength of the input data signal passing through the SOA, L th ive region of the
SOA, ais SOA linewidth enhancement factor, rthe refractive index
saturated gain and Gothe linear device gain.

By setting the bias currents and optical power and design par
two SOAs could interfere either constructively or destr
directly performs the XOR operation of the two inpu i or the encryption and

decryption circuits.
I1l. SOA USED IN CIRCUITS

The SOAs used in the circuits are basically Wide Band onductor Optical Amplifiers (WB-SOA)whose

parameters [1,3] are listed below.

Table I. Soa Para
Value Used in S.1. Units

200 mA

600 pum

2.5pum

0.2 um

Input Facet Reflectivity 5.0e-005

Output Facet Reflectivity | 5.0e-005

Input Coupling Loss 3dB

8 Output Coupling Loss 3dB

9 Optical Confinement | 0.3
Factor

10 Carrier Lifetime 0.15ns

11 Active Refractive Index 3.22
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IV. DESIGN AND SIMULATION

In this section, first an optical XOR gate is demonstrated in Fig. 1. Further, Encryption Process with Circuit is

explained in section A and Decryption Process with Circuit is explained in section B.
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Fig.2. Encryption Process
The encrypted signal is achieved by filtering the optical signal at the output of optical coupler (OC4) using
Optical Raised Cosine Band Pass Filter (ORCBPF). ORCBPF is employed to remove the effects of Inter
Symbol Interference (ISI) at the output caused at higher data rate. Receiver consists of a photodiode detector

with a low pass Bessel filter having 5 poles. The electrical output is analyzed by an eye diagram analyzer. Input
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Sequence is shown in Fig.3 and Fig.4 shows the cipher key signal. Spectrum of the input signal is shown in
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Fig.6. Encrypted Signal (11111111)

Now, Fig.7 and Fig.8 shows the eye diagram analysis of both input and encrypted stream. Using eye diagram

one can easily check Q factor, Bit Error Rate (BER) and Jitter.
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,Fig.s. Eye Diagram of Encrypted Signal
The encrypte has Q of ~21.40 dB with BER of the order of 10" as shown in Fig.8.

The received encrypted signal together with the cipher key signal is fed to the decryption circuit after passing
through an optical guide as shown in Fig.9. In this system, the encrypted signal is first passes through a
combination of an Optical Fiber, Dispersion Compensating Fiber viz. DCF and an amplifier stage viz. Erbium
Doped Fiber Amplifier, EDFA. DCF is used to compensate for the dispersion caused by the system so that ISI
can be reduced. The EDFA is used to boost up the signal to an energy level of cipher signal. A fiber of length
5km and dispersion coefficient -102ps/nm/km is used as the DCF. Gain of EDFA used is 15 dB with Noise
Figure of 3 dB.
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The complete system is analyzed at four different points viz. before encryption (transmitted signal), after
encryption (encrypted signal), before decryption (after transmission through channel) and after decryption

(receiver).
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Fig.10. Eye Dia of Signal before Decryption Fig.11. Signal after Decryption (10101010)

Electrical properties of the received signal can be analyzed using eye diagram analyzer. Fig.12 shows eye
diagram of the signal after decryption. A user can easily check Q Factor, BER and Jitter properties of the

received signal.
V. CONCLUSION

The need of secured communication at high speed is achieved with these encryption and decryption circuits. The
signal after encryption with cipher key is transmitted through fibers etc. The system results show better

performance in the signal processing without deteriorating the quality of the signal in terms of BER and Q factor.
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The system to be compensated against the dispersion caused in the encrypted signal otherwise Q factor of the

decrypted signal will be diminished.
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