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ABSTRACT 

The process of capturing keystrokes while a user is entering his credentials through a keyboard is called key-

logging. A key-logger itself is not harmful to the data on disk however, Key-logging can result in exposing 

sensitive data such as account names, email passwords, social networking passwords, credit card pins, 

passwords to online services accounts which is all entered via keyboard. Key-logger rootkits secretly lie inside 

the computer and cannot be detected easily. To prevent key-logging very strict authentication is required which 

eliminates traditional means to enter the credentials by a keyboard. The protocol demonstrates how careful 

visualization techniques and strict security requirements completely prevent key-logging while keeping the 

usability close to legacy authentication methods. 
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I.INTRODUCTION 

 

The two major threats in electronics and financial services are credential stealing and channel breaking [1]. If 

the system doesn’t have proper security protocols, user’s passwords, identifiers and other important credentials 

are at risk and can be stolen by the attacker. Some of the channel breaking attacks can be prevented using SSL 

and ipsec [2] security channels. But the latest channel breaking attacks like key-logging, phishing, pharming are 

more challenging. 

A key-logger is generally used by an enterprise or an educational institution for monitoring employees or 

students to ensure that they are using the computer for business or educational purpose only. Attackers exploit 

key-loggers by embedding it in spyware and allows the information to be sent or redirected to the third party. 

Key-loggers are often installed on public kiosk to steal credit card pins. 

A key-logger captures all the keystrokes entered by user on keyboard. Whenever a user types in the password 

cyber criminals use key-logging to capture this password. This information can be used to hack the account and 

impersonate a user while doing some financial transaction. Moreover, this information can also be used for 

financial fraudulence. A key-logger is are very hard to detect since it is not present in task managers process list 

because it is root kitted. It hooks itself to the keyboard driver and other operating system services to log 

keystrokes.  
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To mitigate key-logging, virtual and On-screen keyboards are widely used which randomly arranged keys which 

frustrate simple key-loggers. But the higher lever key-loggers that have entire control over the system can easily 

capture every even and read the video buffer to capture the clicked alphabets. 

To solve this problem an intermediate device such as a smart phone that acts as a bridge between user and 

computer is used. The interaction between user and terminal is not direct, but a QR code is used for interaction 

with computer. This interaction is purely based on the information transferred via a QR code to the user by the 

means of a smartphone. To provide high usability to user, the user only needs to remember his/her password or 

PIN. The protocol uses augmented reality to visualize the authentication process. A smartphone having a camera 

is used to implement visual security protocol. The security protocol is divided into three parts, one part to be 

performed on server, other part on terminal and the remaining part on the smartphone. This increases the security 

greatly against hard-to-defend attacks like key-logging while keeping usability as simple as possible. 

A. Scope and contributions 

The QR code based visual authentication protocol for preventing key-logging shows how visualization technique 

can be used to provide strict authentication and high usability. Through analysis one can prove that the protocol is 

resistant against many challenging forms of attacks. 

There is no explicit network communication channel between the smartphone and the client or server which 

entirely makes the smartphone entity as an isolated part of the system which only the user can access.  

B. Types of keyloggers 

Key-loggers can be classified into hardware or software key-loggers. Any type of key-logger is a harmful threat 

to the business or user if used for malicious attempts apart from intended purpose of monitoring. Assume that 

key-loggers are used only for malicious attempts from now on. 

1) Software based key-loggers 

Software based key-loggers are installed on the target computers without the knowledge of the user. This type of 

key-logger is very hard to detect since it does not show up on the task manager. The key-logger creates a log file 

for every session and sends the log file to the attacker. The attacker can monitor the log file and extract 

confidential information.  

Several real world incidents highlight the severity of software key-logger. In 2003, the source code of a video 

game Half-life 2 was stolen from Valve Software Corporation founder Gabe newell’s computer because someone 

supposedly planted a key-logger [3]. This incident caused Valve Corporation a potential loss of millions of 

dollars. 

Some of software-based key-loggers are hypervisor-based, kernel-based, API-based, form grabbing based, 

memory injection based, packet analyzers, and remote access software key-loggers. 

2) Hardware based key-loggers 

Hardware based key-loggers are the hardware devices that captures users keystroke. They don’t require any 

software to do keylogging. A hardware key-logger is similar to a USB flash-drive. It can be inserted in a public 

computer to monitor the behavior of the users without their knowledge. It collects the information in a log file and 
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store in the dedicated memory of keylogging hardware which can be upto 2 GB. The captured data can be easily 

retrieved on other computer. 

Hardware keyloggers are particularly easier to detect as opposed to software key-logger. If the users suspects that 

the information is been stolen or recorded, the presence of the actual hardware for keylogging makes it easily 

detectable. 

Some of the hardware-based key-loggers are wireless key-logger sniffers, firmware based, keyboard overlays. 

II.EXISTING SYSTEMS 

 

A. Security through SSL 

The secure socket layer provides private web access. To prevent information from getting exposed, SSL 

encrypts and authenticates HTTP requests and replies between client and server. Most of the channel breaking 

attacks can be prevented using SSL[4], but SSL cannot provide forehand security to user’s passwords. A user 

password can be compromised by an attacker through key-logger and financial transaction of user can be 

impersonated.  

B. Security by Graphical authentication 

As it is known that pictures are easier to be remembered than text, a graphical scheme has been introduced [5]. 

Graphical authentication can prevent shoulder-surfing attack which are similar to key-logging attacks. 

One of the major problem among graphical schemes is that they are very complicated for a person to utilize 

them. Usability is as important as security, but these schemes degrades usability a lot and key-logger which has 

entire control over pc can use the video buffer and create mapping between clicks.  

C. Using One time password (OTP) 

Many schemes use One Time Password for authentication. OTP schemes provide a lot of convenience to the 

user since the user does not have to remember a password [6]. In a case where smartphone is the entity used to 

recover otp is stolen security degrades. Theft of user’s smartphone means that the attacker has total control over 

the user’s account if the attacker knows the user ID.   

III.SYSTEM AND TRUST MODEL 

A. System model 

  

The system model consist of 4 different components such as a client, client’s smartphone and pc, a server. The 

client is and ordinary user with limited computational capabilities. The client’s terminal PC is used to connect to 

the server. A smartphone is equipped with a camera for QR code scanning and used to store public key 

certificate of the server. The server is the computational source that performs all the back end operations and 

interacts with the user. The flow of the system is given below. 
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Fig(1): Overall system architecture 

1. The user opens the webpage and enters his/her user id which is registered with the server. 

2. The server replies this request by sending a QR code and a randomized onscreen virtual keyboard 

matrix to the client. The buttons of keyboard have no labels. 

3. The user uses his/her smartphone to scan the QR code and obtain the layout and the identity of the 

buttons of the hidden keyboard to enter the password. 

4. By looking into the smartphone the user  enters the password by clicking on the buttons of the virtual 

keyboard which is sent to the server. 

5. The user is authenticated if the password is correct. 

 

B. Trust Model 

  

The trust models implies the assumptions that ensures the entities of the systems are secured and trusted. The 

communication between client and server is secured with SSL or HTTPS connection. Second the server is 

assumed to be resistant to several attacks so the attacker focuses on client. Third, a key-logger resides on the 

clients pc and has a capability of capturing everything. 

 

C. A study on QR code and a comparison with linear barcode 

  

QR was developed by Japanese corporation Denso Wave in 1994. It is a 2-D code that has upto 40 versions and 

4 levels of error correction. The barcodes are attached to all sorts of commercial products for identification.  The 

barcode holds machine readable representation of data. A linear barcode is 1-D and has a limited capacity of 10 

to 22 characters. The low capacity has a very limited scope where barcode is applicable. A QR code on the other 

hand has a high capacity hold 7,089 numeric data,4,296 alphanumeric data include both alphabets and numbers, 

and 2,953 binary characters [7]. Such high capacity, flexibility and robustness makes QR code very suitable for 
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broader applications. A QR code can be used to encode and decode data such a URl, addresses, phone numbers, 

location, passwords. The few features of QR code are:- 

 

 High capacity of encoding data 

 High speed of decoding  

 High variety of data encoding 

 

 

Fig(2): linear barcode 

 

 

Fig(3): QR code 

IV. QR CODE BASED VISUAL AUTHENTICATION PROTOCOL TO PREVENT 

KEYLOGGING 

 

In this sections we describe the protocol which is the basis of the whole system. Before describing the protocols 

it is necessary to know all the algorithms and terminologies uses in the proposed system.  

EncrK(.) : An encryption algorithm that takes key K and message M to give cipher text C. 

QREnc(.) : A QR code encoding algorithm that takes string S and outputs a QR code 

Decrk(.) : A decryption algorithm that takes key k and ciphertext C to give message M. 

QRdec(.) :  A QR code decoding algorithm that takes QR code and outputs string S 

A public key encryption scheme with IND-CCA2 (Indistinguishability against chosen adaptive cipher text 

attacker) can be good for the proposed system. IND-CCA2 scheme ensures that the cipher text is different for 

each instance of encrypted plain text. This is achieved by adding random padding bits to plain text [8]. The 

encryption coupled with the randomization of the keyboard for each load cycle of the web page ensures that the 

keyboard data can only be decoded and decrypted by the authenticated user with the key stored in his/her 

smartphone. If no such encryption is used the attacker might be able to decode the QR code and easily obtain the 

layout information. The above scheme not only makes the information of the QR code unintelligible to the 

attacker but also provides high degree of much required security. A brute force attack on the cipher text for 

guessing the layout will always fail because of the randomization of the layout. Even though the adversary 

somehow managed to crack the layout, the webpage will be on the load cycle of a set amount of time which is 

enough for a regular user to input the password. To make the system further secure we hide the client side 
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source code of the webpage containing the keyboard elements, the context menu is disable and the code of the 

button elements is filled with a lot of commented garbage to confuse the adversary and prolong the illegal 

attempts to input password until the keyboard layout is changed in the next cycle. 

 

ssThe protocol is described as follows:- 

 

  Client connects to server by sending the unique user ID of the user to server. 

 The server checks the user ID and retrieves the public key of the user 

 The server prepares a random permutation of keyboard and encrypts the random keyboard layout π for 

the current instance with the user's public key. 

EKBD = Encr(PKID(π)). 

  The server encode the cipher text with a QR code encoding algorithm. 

  

QR(EKBD) = QR(Enc(EkID(π))). 

 The server sends the client a blank keyboard and a QR code 

 In client PC the QR code is displayed along with a blank keyboard.    

 The Smartphone application is executed by the user which decodes the QR code. 

QR(Dec(QR(EKBD)) 

 The cipher text is then decrypted by the private key of the user to obtain the keyboard layout.  

π=Decr(SKID(EKBD)) 

 In the smartphone screen the randomized keyboard appears with the labels of the buttons. 

 The user types the password through blank keyboard. 

 The server authenticates the user if the password is correct. 

 

V. IMPLEMENTATION DETAILS 

 

The virtual on screen keyboard is implemented by using HTML and JavaScript. The QR code contains the 

encrypted keyboard layout JSON object [9]. The keyboard layout is encrypted using aes-128 bit encryption in 

Cipher block chaining mode of operation and PKCS#7 padding. Base 64 encoding is used to encode cipher text 

and initial vector. QR code decoding is done by using Zbar SDK which is an open source library for reading QR 

codes in android. The smartphone displays the keyboard. The keyboard contains 10 numbers (0-9) in random 

positions. 

 



 
 

177 | P a g e  

 

 

Fig(4) : (a)Virtual blank keyboard (b)Login page with QR code (c)Scanning QR code with smartphone 

(d)keyboard appearing on smartphone 

 

VI.ENHANCEMENTS 

 

A. To overcome vulnerabilities due to source code monitoring by the attacker 

 

The value field of the buttons can be monitored in the source code of the web page by inspecting the button 

element. This vulnerability single handedly destroys the security of the entire system and shifts the focus of the 

attacker to obtain the password of the user. The system can be modified as follows, the source code can be 

highly obscured by adding commented garbage which does not hinder the output of the script but makes the 

reading of the code very hard for the attacker to obtain the values of the keyboard even though the values are 

visible. This obscurification of the code will not prevent the values form being visible to the attacker but slows 

down the rate at which the attacker is monitoring and clicking password on the keyboard. Thus we induce a 

typical behavior in the attacker. This behavior can be used to patch the vulnerability by adding a load cycle in a 

webpage which makes the values invalid in the source code. Also the server can be configured to reject the 

entered password if it exceeds a certain amount of response time from the user. Thus a server only validates the 

password if it is correct as well as entered in a valid and unsuspicious amount of time.  

 

VII.CONCLUSION 

 

In this paper the user driven visualization to improve security and usability of the authentication protocol is 

analyzed. Several enhancements to overcome vulnerabilities of visual authentication protocols have been 

proposed. The protocol relies on the user as a part of the system but it does not reilies too much to a point where 

the user thinks the system is to hard to use. Prototype Implementations demonstrates the usability and security 

of protocol. 
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