International Journal Of Advanced Technology In Engineering And Science
Volume No 03, Special Issue No. 01, February 2015

Www.Ijates.Com

ISSN (Online): 2348 – 7550

A NOVEL APPROACH TO VISUAL CRYPTOGRAPHY
USING RANDOM NUMBER GENERATOR
Ankita Saxena1, Vinay Rishiwal2, Amit Doegar3
1

Researchscholar, 3Asst.Professor, NITTTR, Chandigarh (India)
2

Asst.Professor, MJPRU, Bareilly (India)

ABSTRACT
Visual Cryptography is one of the efficient methods for secure image transmission, which adopts the technique
to hide information in images in such a way that it can be decrypted by human visual system. The beauty of this
technique is that decryption does not require any complex computations. Many variants of secret image sharing
schemes are available in the literature. But yet there are certain issues which are being least focused upon. In
VSS, a secret image is broken into number of random shares which separately reveals no information about the
secret image except the size of the secret image. The secret image can be reconstructed by stacking the shares.
The basic requirement is how to reconstruct the (k,n) threshold for share generation and how to superimpose
them to get the original image data. In this paper, A new approach has been proposed which applies the concept
of halftoning and a new k-n secret sharing scheme where shares are generated using a random number
generator.

Keywords: Visual Secret Sharing, Halftoning ,Pixel Expansion, Image Transmission, Security
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I. INTRODUCTION
Various

sensitive data such as credit card information, personal health information, military maps and personally

identifiable information are transmitted over the Internet. Multimedia information is also transferred over the
Internet conveniently, with the advancement of technology. Therefore, the protection of the digital data has
become an area of critical research. To solve the problem of data theft, various techniques have been developed
under a stream of science termed as Cryptography. Data remains more intact in the form of image and hence an
information security technique called visual cryptography scheme was invented by Naor et al in 1994 [1].
Human visual system can decode secret (handwritten notes, printed text and pictures etc.) directly without
performing any computations. and their vision acts as an OR system i.e if 2 transparent objects are stacked
together, final stack=transparent but if any one of them is nontransparent final will also be nontransparent
.Which means—0 OR 0=0 ,1 OR 0=1 ,0 OR 1=1,1 OR 1=1 where 0=transparent and 1= nontransparent.
Simplest visual cryptography scheme is given by following structure. A secret image will be made up of a
gathering of black and white pixels, where each pixel is served independently [1]. To encrypt the image, we split
the image into n modified versions such that each pixel in a share subdivides in m black and white sub-pixels
[1].For deciphering the image, we pick a subgroup S of those n shares. If S is a ―qualified‖ subset, then stacking
all these shares will allow recovery of the image. In this paper the idea is to divide a digital color image into n
number of shares where a minimum k shares are sufficient to reconstruct that image. If in image certain position

15 | P a g e

International Journal Of Advanced Technology In Engineering And Science
Volume No 03, Special Issue No. 02, February 2015

Www.Ijates.Com

ISSN (Online): 2348 – 7550

of a pixel is 1,then in (n-k)+1 no of shares will also have 1 and the remaining shares will have that position as
0.So a random number generator is used to identify those shares.
There are various other schemes working on the same pattern for carrying out Visual Cryptography on gray and
colored single or multiple images..Paper [16] gives the standard definition of a (k; n) threshold secret sharing
scheme and its properties.& continue by exploring polynomial evaluations as the mathematical background for
Shamir's scheme. In [17] exploits the human visual system to decrypt secret images without computation, but
also have the backward compatibility with the previous results in black-and-white visual cryptography, such as
the t out of n threshold scheme, and can be applied to gray-level and color images easily .In [18 ] two k-out-of-n
secret sharing schemes are incorporated i.e
Shamir’s secret

sharing scheme and matrix projection secret sharing scheme. which allows a colored secret

image to be divided as n image shares that are sufficient to reconstruct the secret image in the lossless manner
and fewer image shares cannot get enough information to reveal the secret image. In [19]scheme for multiple
secret image is proposed which uses a stacking relationship graph of secret pixels and generates the share blocks
indicating the encryption functions, which makes the number of secret images not restricted and extends it to be
general. In [20] procedure is given to transform a color secret image into three C, M, and Y halftone images.
Then, every pixel of the halftone images is expanded into a 2×2 block to which a color is assigned according to
the model Every block of the sharing images therefore includes two transparent (white) pixels and two color
pixels so that the entropy reaches its maximum to conceal the content of the \secret image. Furthermore ,they
have designed a half black-and-white mask to shade unexpected colors on the stacked sharing images so that
only the expected colors show up.

II. HEADINGS
1. Introduction
2.Related work.
3.Proposed algorithm
3.1 Encryption algorithm.
3.2 Reconstruction-Decryption Algorithm
4.Performance of proposed scheme.
5.Results
6.Conclusion

III. INDENTATIONS AND EQUATIONS
IV. FIGURES AND TABLES
Figure 1.Structure of a 32-bit pixel
Figure 2.Human Visual System as OR function
Figure 3.Source Image
Figure 4. Encrypted Shares
Figure 5.Final Image Reconstructed .
Table 1. Comparison of proposed scheme with two traditional approaches
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V. CONCLUSION (11 , TIMES NEW ROMAN, BOLD)

Here a new idea is proposed which utilizes the concept of half toning and stacking of the shares which are
bitwise –ored together to generate the newly reconstructed image which appears close in proximity to original
image. If number of shares to be taken for the reconstruction are less than k than it results to generate a distorted
image.
This scheme can be further improved by keeping the problem of contrast loss and pixel expansion into
consideration. Camouflaging with maximum density process can be used to improve the problem of pixel
expansion and contrast loss.Also this scheme can be further extended to be used for multiple images and also
some scret keys can be taken to encode the original image to some encoded form and than apply the
encryption algorithm.
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