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ABSTRACT

As computer systems are secured using password mechanism, attempts are made to take undue-
advantage by hacking passwords. Breaking password of the system pose.a great threat and proves to
be a major handicap in file security. Ease with which logift step“can be bypassed, is point to be
concerned. Generating evidence against intruder i§ another ‘ghallenge 4n digitalf forensic
investigation. Application level solutions regarding this issue, are frail. Use of hiometric password is
preferable but costly option. This invokes the neéd of,system-level security mechanism with low cost
hardware. This paper proposes one solutiondo.enhance file and system security. Along with password,
removable storage device can be used s additional parameter, for authénticating access to file and
system. To achieve proposed technique; preinstalled plug-ins in the form of Loadable Kernel Modules
(LKM) are added in Linux (kernel 2.6.x) based operating system.

Keywords - Authentication_ KeysmBiometric Passwords/Evidence Generation, Loadable Kernel
Modules (LKM); PassworthSecurity Threats, Removable Storage Device, Udev Rules.

I. INTRODUECTION

Operating systems maintain user account, to provide logically separate user-space for each user. User’s account
is secdred by login mechanism. Only usekwith valid username and password is allowed to login. When a file is
créated, by default the logged user is considered as an owner of that file. Owner of the file can provide access
rights to ather users, for accessing the file. User with administrative privilege can assign privileges to other
users, for accessing files as well as services provided by the system. Files are protected by access control

mechanism, which'strongly’relies on password. Hence to secure file, securing password is mandatory.

The main threat is, intruder or hacker can break or hack the password by brute force attack or with the help of
key generator software [11]. One can even bypass login step, by using software tools [12]. Once intruder is
passed through login, access control mechanism does not restrict intruder from accessing files, because of
successful login. Application level solutions like locking or encrypting the file are available to secure the file,
but intruder with administrator privileges can remove locks. Keeping file contents in encrypted format
involves time and space complexity. This is motivation behind providing stronger security by adding security
mechanism at kernel level. This paper propose the technique to restrict intruder from accessing files, and also

generate evidence against spurious user.
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1. RELATED WORK

2.1 Enhancing Forensic Capabilities

Mridul Sankar Barik et al. [1] presented a solution for obtaining authentic date and time stamps of digital
documents. The implemented solution uses preinstalled plug-in in the form of Loadable Kernel Module (LKM).
LKM is advantageous in the sense that, it provides flexibility as this mechanism can be inserted and removed as
per will of the administrator and it doesn’t require any change in existing installations. Also the LKM hiding

techniques can be used to further enhance the security of the proposed solution itself.

2.2 Preserving MAC DTS

Suvrojit Das et al. [2] proposed that preservation of MAC DTS can be useful‘\fongenerating kernellevel audit
data, which can be an important parameter in host-based intrusigfi“detection system. MAC DTS auditing
mechanism can be used for collecting information regarding thedactivities of users and applications an the file
system. MAC DTS preservation mechanism is both tamper reSistant and non-by,passable. [tisypessible to model
correct usage pattern of users and applications regarding file system opgefations whichiconform to the current
security policy of the operating system.

2.3 Adding Loadable Kernel Module
Md. Sarfaraj Alam Ansari et al. [3] enhanced idea of [2] by,proposing kernel level Virtual File System (VFS)
logger for intrusion detection. Interaction of different objectsin MFS is presented in this paper. Author modified

the default flow of system callyexecution by trapping of system call.

2.4 Using udev Rules to Control Device Related Actions
When device isqttached and remaved from Linux based systems, predefined actions are performed. These
device specific actions are defined in: /etc/udev/rules.d folder as rules. It is possible to add local rules or to
overridesalready existingyto get contral\over device related events. [9] Using udev rules, system can launch a
script when a device node 1S)created or deleted. Rule file’s name must start with number and should have
extension .rule. e. g. 71-local.rule\with following code-
ACTION==_"add”, BUS=="usb”,
KERNEL== "0=7")ATTR{serial}== "0000000000000C91B2CF5D05 ”, RUN+="myrule.sh”

When USB bus identifies that the device with specific serial number is attached to the system, kernel run

the program mentioned in rule.

I11. PROPOSED WORK

In order to enhance the security, proposed work seeks to provide a software solution with hardware support.
Unique serial number of removable storage device will be registered with specific user account, and can be used
as a mandatory parameter for authenticating access to the system, file or specific service of that user account.
Using udev rules, system can easily distinguish registered device from others. Hence system can be made to

behave different when registered device is plugged or unplugged. Modifications are proposed in creat and open
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system calls, to provide security in file related operations. LKM is implemented to restrict intruder from

accessing files, system and services, also to generate strong evidence against him.

IV. DESIGN AND IMPLEMENTATION
To accomplish proposed work five modules are developed.
4.1 Module 1: Device Registration

The removable storage device must be registered, in order to use it as an authentication key.

4.1.1 Finding out Serial Number
As shown in figure 1, this module identifies unique serial number of device, using device entry in /proc/scsi/usb-
storage/# where # is system dependent. Use of ‘udevadm’ is another approach|to,get detailedgififéfmation about

any attached device.

File Edit View Terminal Help
deep@deep-netbook:~$ cat /proc/scsifusb-storage/4

Host scsi4: usb-storage
Vendor: HP

< Serial Number: BBBBBBBBBBBBBCQIBECFSDBE>

Transport: Bulk
Quirks:

Figure 1: Unique Serial Number@f Removable Storage Device

4.1.2 Registration Entry
Retrieved serial number is registered:withilegged user, and entry is made in the device registration file.
Structure of the device registrationfile is shown:in figure2* This file is also used for recovery purpose. The

recovery key generated by Recovery medule (Module;5) is mapped with unique device id.

User Device id Recovery Key

deepak 0000000000000C91B2CF5D05 | 9e107d9d372bb6826bd81d3542a419d6

Figure 2: Structure of Device Registration File.

4.2 Module 2: LKM for Modified Creat

Initially, when user gives command for file creation, “creat” system call is passed to kernel. In kernel area,
interrupt handler calls related standard routine for file creation, and then the file is created.

The proposed LKM — secure_creat, which modifies execution flow of creat () system call, compared to regular
file creation. When executed, secure creat makes an entry of filename into “log file” associated with registered
device and then gives call to original creat system call. User is allowed to execute secure_creat only when the

registered device is attached to the system. Figure 3 shows summarized flow of secure_creat.

Page | 256




International Journal of Advanced Technology in Engineering and Science www.ijates.com
Volume No0.02, Issue No. 06, June 2014 ISSN (online): 2348 — 7550

Identify
Remavable
Storage Device

Entry

Log File

Report Error creat ()

device only. So open()

system call is modified and implemented in as module 3.

4.3 Module 3: LKM for Modified O
In order to open particular file, user passes file name and t e in which file is to be opened. System verifies

privilege of user and access rights provided for the file. If veri is cleared then the file is made available

to user. This scenario fails whe er successfully logs-in.

Module 3 modifies execution f call, to provide one more verification level, every time the

request for opening the file is redire [ ough “log file entry”. User, who wants to open the
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Figure 4: Flow of secure_open System Call
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4.4 Module 4: Trap the Intruder

To generate evidence against intruder, module 4 sets the system to start in text mode by default. When intruder
logs in, by hacking valid username and password, is not having registered device. After successful login, if
module failed to found registered device, instead of default shell (bash, sh), ‘fake_shell” will be made available
to serve the user. ‘fake shell’ is shell that is implemented to trap the intruder. ‘fake shell’ provides similar
interface like regular shell, so intruder is unable to recognize the trap. ‘fake_shell’ allows intruder to type
command, but not responding as it should be, instead it activates webcam of system and take a snhap of intruder.
This snap and its Modification Access and Creation (MAC) Date and Time is sufficientyproof against intruder.

Figure 5 describes working of this module.
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Figure 5: Flow of Trap for Intruder

4.5 Module 5: System*Reeovery

It is mandatory'to set the recovery key immediately after device registration process in order to overcome from
the situation, whereyauthenticated user loses the registered device. In this condition, system will treat genuine
user as intruder. Modulers is implemented to solve this issue. Genuine user need to execute recovery module.

‘fake_shell’ allows tofexecute recovery module, hence can be used as rescue operation as shown in figure 6.

4.5.1 Recovery Key Generation

For setting recovery key, user will have to answer five recovery questions. Storing the answers of recovery
questions is perilous from security concern. Cryptographic hash functions is applied to these answers, and
generated hash value is entered into Device Registration File as ‘Recovery Key’ for specific device. Structure of

Registration file is shown in figure 2. Various Algorithms are available to implement cryptographic hash
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function and their analytical comparison is given in Table 1. Though SHA-256, SHA512 are more secure than

MD5, from time and space complexity point of view, MD5 is used in module.

Attacks

Function | Digest | Rounds (Complexity :

Size Rounds)

(bits) Collision
RIPEMD
RIPEMD
160
SHA 256
MD-5
GOST

4.5.2 Rescue Operation

Once the recovery key is generated, it is i ser has to execute the recovery
me hash value will be generated, which is being

module. If answers matches with previous answers then

compared with stored recovery key. If key matches, then reg try for old device will be removed and

services already set for lost ill be deactivated. Intruder)can misuse the provided recovery facility, so

module is designed to be execut ined number of times.

Prompt N Read .| Generate
Questions | Answers "| Hash Key

Attempts =

Max.Chances Attempts + 1

Remaove

Registration
Entry and Reset
Sermvices

Figure 6: Flow of Recovery Module
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V. RESULTS
From the experimental results, it is observed that, as the proposed scheme provides two level authentication, it

minimizes the risk level of attacks. Table 2 summarizes various schemes and risk level corresponding to each
scheme, where H — High Risk, M — Medium Risk, L —Low Risk and NA — Not Applicable.

Attack Brute | Dictionary | Guessing | Login | Replay | Shoulder | Synthetic
Force Spoof Surfing Template

Pass-word

Policy

Weak Alpha- H H H
numeric

Strong L L L

Alphanumeric

Biometric L L L
Graphical M

Proposed L L
Scheme

Table 2: Risk ossible attacks on varigus password security schemes.

VI. CONCLUSION
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