International Journal of Advanced Technology in Engineering and Science www.ijates.com
Volume No.02, Issue No. 08, August 2014 ISSN (online): 2348 — 7550

A SECURE DIGITAL STEGANOGRAPHY BASED ON
DISCRETE WAVALET TRANSFORM

Farhanjum Khan
&
Astt.Professor- Rakesh Gill

ABSTRACT

In Steganography, the secret message is embedded in the cover work and transmitted“in, such a way that the
existence of secret information is undetectable. The digital images, videos, sound files and other computer files
can be used as carrier to embed the information. The project deals with a'secure andshigh capacity based
steganography. Images taken are gray-scale digital images.

Arnold transformation is used to scramble the secret image, for improving the security level. Discrete Wavelet
Transform (DWT) is performed on images to decomposegthem into different frequeney,sub-bands. Alpha
blending is the method used for mixing cover image and Secretiimage. Peak signal to neise ratio, mean square

error and noise cross correlation are the parametersdisedte,check the effectiveness of the algorithm.

I. INTRODUCTION

Steganography means covered writing. Purpose of it is'to hide the fact that communication is taking place. The
word cover is used to describe the original, innocent messages Security is becoming more important as the
amount of data being exchanged on the internet increases. Therefore to protect the data from unauthorized
access, confidentiality and integrity are,required. This has resulted in the fast growth of information hiding
techniques [1].

Cryptography was(created as a technique for securing the secrecy of communication to encrypt and decrypt data
in order to keepthe message secret, bt sometimes it is not enough to keep the contents of message secret, it is
also important to keep the existence 'of message secret. The technique used to implement this is known as
steganography [2].

Steganagraphy is the techniguesto achieve secret communication between two parties that are interested in
hiding not'enlysthe content of a secret message but also the act of communicating it. To achieve this, algorithms
known as steganography algorithms also known as “stego” algorithms are used, which embed the secret
information into different"types of cover media like images, video, or sound, thus hiding the existence of
communicated information. The altered data which is the result of embedding is known as stego-data and this
must be perceptually indistinguishable from cover data [3]. The word steganography is derived from Greek
words “stegos” meaning “cover” and “grafia” meaning “writing” defining it as “covered writing”. In image

steganography the information is hidden exclusively in images [2].

Cover Image: This is the original image into which required information is embedded. It is also termed as
carrier image. The information should be embedded in such a manner that there are no significant changes in the

statistical properties of cover image.
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Stego Image: It is an image obtained by the combination of payload and cover image [4].

Cover Files Used For Steganography- Cover files represent the container of secret messages. Some
characteristics of cover files will be modified, changed, or manipulated in order to hide these secret messages.
The manipulations, which occur during the hiding procedure, should remain imperceptible to anyone not
involved in the communication process. The appearance of cover files must remain intact after hiding the secret
data.

There are many kinds of digital media such as image, audio, text, and video files that can be used as cover files
in steganography. The ability of files to embed secret data depends on the availability‘ofiredundant areas within
these files. Thus, the cover files represent the container of hidden data and theif size determines the secret data
size that can be embedded [5].

Basic Steganographic System

SENDER RECEIVER
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Message ()| | fg [’
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Fig. 1 Basic Steganographic,System

The Sender ( Alice), wants to send apsecret message (m) to (receipient) Bob, within a cover file (c). Alice
embeds the secret message (m) in'cover (€) using,a stego key (k). At the receiver side Bob receives a stego file
(s) which must befindistinguishable,fromdcover file (). Here the stego file (s) is transmitted by Alice to Bob
over the communication channel. Pufpose of steganographic system is to prevent Wendy (third party) from
arising suspicion about the hidden message. Bob can extract the secret message (m) as he knows the embedding
procedure and stego key(k), used during eémbedding at the transmitter side. If the stego key used for embedding
ahd the one, used for extraction are same, steganographic system is symmetric. However, if the stego keys are
different then the steganographicisystem is asymmetric [5][6][7][8].

Image Steganography, has, many applications, especially in today’s modern, high-tech world. Privacy and
anonymity is a concern for most people on the internet. Image Steganography allows for two parties to
communicate secretly and covertly. It allows for copyright protection on digital files using the message as a
digital watermark. One of the other main uses for Image Steganography is for the transportation of high-level or
top-secret documents between international governments. It can be used by hackers to send viruses and Trojans
to compromise machines, and also by terrorists and other organizations that rely on covert operations to
communicate secretly and safely [10].
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I1. STEGANOGRAPHY Vs CRYPTOGRAPHY

Steganography is the art and science of communicating in a way that hides the existence of communication i.e.
it hides the message so that it is not seen. In Cryptography a message is scrambled in a way so that it cannot be
understood. It defines the art and science of transforming data into different form such that no one can read it
without having access to encryption key. Cryptanalysis is the science of cracking encryption schemes i.e.
finding decryption key. Plain text is the message that is in readable form i.e. (not encrypted).

Encryption: encoding the contents of the message i.e. converting it into unreadable form. Cipher text results
from plain text after applying encryption key Decryption: It is the process of retrieving plain text from cipher
text.

There are two general methods on which encrypting algorithms are based. Firstisthe substitution, in which each
element in the plain text is mapped into another element. In the second method of transposition,.elements in the

plain text are rearranged [13].

I11. TYPES OF STEGANOGRAPHIC ATTACKS
Steganography attackers are the interceptors of stego filesdin the communication channelsingorder to detect
hidden messages in stego files.

Passive Attack- Passive wardens just observe the cemmunication without.anyinterference. The passive warden
only has the right to prevent or permit the message delivery. The warden<is restricted from modifying the
contents of stego files during the communigation process. Fherefore, the cammunication between two parties
will be blocked if the warden suspects that a secret“communication is taking place. Otherwise the
communication will be relayed:

Simmons (1983), in the “Prisoners’ Problem", illustrated steganag@raphy with a passive attack. Alice and Bob are
arrested and thrown in two different cells:-“They want to develop an escape plan, but all their communication is
arbitrated by a warden (Wendy). Aliceand Bob must communicate in a way so as not to arouse Wendy’s
suspicion. Alice‘and'Bob can succeed only if Alice ‘Can hide and send information to Bob in a way that Wendy
does not,become suspicious [6][14].

Active'Attack- If the warden‘can modify the contents of stego files during the communication process, then the
warden is known as active warden. Active attack is the process of altering stego files and introducing distortion
during the communication process. In such kind of attacks, the attacker can capture and modify a stego file sent
from Alice to Bob and then forward this modified file to Bob [5][6][15].

Malicious Attack- In the malicious attack, the warden may intentionally try to remove the hidden message,
impersonate one of the communicating parties. Therefore, in this kind of attack, the warden can pass his own
message to a specific communication partner. This attack is the most difficult and rare among all three attacks
since the attacker needs to know the stego key shared between the communicating parties. Such kinds of attacks

are considered infrequent in both steganography and watermarking applications since it is difficult to apply [6].
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IV. STEGANOGRAPHY TECHNIQUES

Distortion Techniques- Distortion requires the knowledge of the original cover in the decoding process. For a
receiver, the embedded message is the difference between the modified cover file received (the stego file) and

the original cover file [5][11].

Cover Generation Techniques - All Steganography techniques described above need cover files to be used as
containers for secret data. However, for the purpose of hiding information cover generation techniques do not

require cover files but instead they create stego files. [5][11].

Transform Embedding Techniques-Substitution and modification techniques are easy ways to embed
information, An attacker can destroy secret information simply by applying signalgprocessing techniques.
Embedding information in the frequency domain of a signal is mdch“more robust“than embedding in time
domain. This is a technique of embedding where the coefficientsof message are modified in transform domain.
Discrete Cosine Transform (DCT), Discrete Fourier Transform (DFT), Discrete,Wavelet Transferm (DWT) are
the examples of transform domain techniques. Transferm techniques offer superior roebustness against lossy
compression, scaling, rotation, cropping, adding noiSe, compression; depending on the /properties of particular
transform [11][12].

Spread Spectrum Techniques- Spread Spectrum Technigues are employed where robustness is critical. The
watermark or message can be thought of as a‘narrowband'signal encoded in a larger frequency band (cover). By
spreading the energy of message across many frequency bandsyenergy at any particular band is reduced.
Therefore it becomes difficult'to detect or modify the message. Error correcting codes may be employed during

embedding to allow recovery even when some,of the areas of stego- image may be altered or damaged [12].

V. TRANSFORMS

Wavelet Transform»- A wavelet transform is the representation of a function by wavelets. The wavelets are
scaled and translated<copies (known ‘as "daughter wavelets") of a finite-length or fast-decaying oscillating
waveforms (known as thet*mother wavelet"). Wavelet analysis is an exciting method for solving problems in
engineeringhmathematics and“physics with modern applications as signal processing, image processing, wave
propagation;_ data compression,  pattern recognition, computer graphics, Astronomy, Acoustics, Nuclear
Engineering, Sub band Coding, Signal and Image Processing, Neurophysiology, Magnetic Resonance Imaging,
Speech Discrimination, Optics, Earthquake Prediction, Radar, Computer and Human Vision, Data Mining and
Mathematics Applications etc. In the wavelet transform an image signal can be analyzed by passing it through
an analysis filter bank followed by a decimation operation. This analysis filter bank consists of a low pass and a
high pass filter at each decomposition stage.

Wavelets allow complex information such as speech, images, music, and patterns to be decomposed into
elementary forms at different positions and scales and subsequently reconstructed with high precision. Wavelet
transform of a function is the improved version of Fourier transform. Fourier transform is a powerful tool for
analyzing the components of a stationary signal. But it fails to analyze the non stationary signal, where as

wavelet transform allows the analysis of components of a non-stationary signal [21].
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Discrete Wavelet Transform- Discrete Wavelet Transform provides a multi-resolution analysis of real world
signals and images. It decomposes signal into a set of basic functions, called wavelets. The main idea behind
DWT results from multi-resolution analysis, which involves decomposition of an image in frequency channels
of constant bandwidth on logarithmic scale. Image itself is considered as a two dimensional signal. DWT can be

implemented as a multistage transformation. An image is

decomposed into four sub- bands denoted as LL (Low- Low), LH (Low- High), HL (High- Low), HH (High-

High) at level 1 in DWT domain. LL sub- band consists of low frequency wavelet coefficients.

At level 1 DWT decomposes image into four non- overlapping multiresolution subsgbands: LLyx (Approximate
sub- band), LHX (Vertical sub- band), HLx (Horizontal sub- band), HHx (Biagonal sub= band). Here LLy s
low frequency component, whereas LHyx , HLx , HHyx are high frequency components. Maximum energy of
images is concentrated in approximate sub-band and amplitude of coefficient is larger than the'one of detail sub-

graph.

To obtain next scale of wavelet coefficients after level 1, thefsub~ band LL; s further decomposed until final N
scale is reached. When N is reached, there are 3N+1 sub- bands‘availablé where ‘x’ ranges from 1 to N. From
these DWT coefficients, original image can be recanstructed: This reconstruction process is called inverse DWT
(IDWT).

LL3 HL3

TL3 | I3 HL1

LH2 Tz

LH1 HH1

Fig. “Fhreeleevel Image Decomposition

Haar DWT-ThiS is, the simplest of all BWT. There are two operations that are involved in Haar- DWT. One is
the horizontal operation and the otheris vertical operation. At first the pixels are scanned from left to right in
horizontal direction. Thenaddition and\subtraction are performed on neighboring pixels, and store the sum on
leftfand difference on right. This operation is repeated until all the rows are processed. Sum of pixels represent
low frequeney part (denoted asiL) and difference of pixels represent high frequency part of the original image
(denoted as H).

A ‘ pE] ‘ <« ‘ i o] AB | CHD | A-B | CD

Fig: Horizontal Operation

Secondly the pixels are scanned from top to bottom in vertical direction. Addition and subtraction operations
are performed on neighboring pixels and sum is stored on the top and difference on the bottom. This operation is
repeated until all the columns are processed. Finally four sub- bands LL, HL, LH and HH are obtained. LL sub-
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band is the low frequency sub- band and is very similar to the original image. This process described is first
order 2- D Haar- DWT.

L2
o 2
mensE v 2

—
Fig. One level decomposition using two dimensional DWT,

LPF1 represents low pass filtering of image rows, HPF1 represents high pass filtering of*image rows, LPF2
represents low pass filtering of image columns, and HPF2 represents high pass filtering of image,columns. “L”

represents low frequency components and “H” represents high frequengy,components.

IMAGE

Fig. Image Recompaosition

Union of four sub- bands permits topreconstruct the original image. The LL sub band comes from low pass
filtering in both directions and is mostly-like original image and so it is called as approximate component. The
remaining sub-bands come from the combination“af low and high pass filter. Components obtained using only
high pass filtefs;areicalled as detailedd@€omponents. £H preserves vertical edge details, HL preserves horizontal

edge details and HH'preserves the diagonal details.

Arnold Transform

Arnold transform commonly known as cat face transform is an efficient technique for position swapping, and
widely applied 'to image g€neryption. Encryption techniques also called image scrambling produces an
unintelligible ordisordered,image from the original image, therefore used to confirm the security and improve
the robustness of the steganographic scheme. Therefore the secret image should be pre-processed before
embedded into the original image. The transform rearranges the position of image pixels, and if it is done
several times, a disordered image can be generated. The special property of Arnold Transform is that image
comes to its original state after certain number of iterations i.e. after iterating a certain numbers it returns the
same pixels position as before and thereby produces the original image. . These’ number of iterations’ are called
‘Arnold Period’ or ‘Periodicity of Arnold Transform’. The periodicity of Arnold Transform (P), is dependent on

size of given image.

187 |Page




International Journal of Advanced Technology in Engineering and Science www.ijates.com
Volume No.02, Issue No. 08, August 2014 ISSN (online): 2348 — 7550

2 |3 |4 |5 |6 |7 |8 |9 |10 |11 |12 |16 |24 |25
P
= 3 |4 |3 |10 |12|8 |6 |12 |30 |5 12 (12 |12 |50
L T
oo

32|40 | 48 |50 |56 |60 64| 100 | 120 | 125 | 128 | 256 | 480 | 512
Z
53 24 13012 | 150 | 24 |60 | 48 | 150 | 60 | 250 | 96 | 192 | 120 | 384
fagi=]

Fig. Relation between size of image and period

It is applied on an image of dimensions NxN,

represented by the equation (::) =G 1) (;)mod N

x,y)and (X, y)=4{0,1,2, .o N-1}

where, A= (1 1]

2

The above equation rearranges each and every pixel coordi matrix of

digital image, where (X, y) is the location coordinates

coordinates of image pixels that after transform. N i processed.
Figures below represent the Arnold transf 3.7, Figure 3.7(a) is the
original image, with its matrix message i . show the matrix message from

one to six-time Arnold transform.

(b)

137 51 IBE] 137 I6E LB] 1] GG
1 23E 288 & I8 18) 2SS Nk
119 L&7 2E6 187 187 285 119 163
1 I35 255 147 IG5 20d 204

G LET  IE] ES ATD LET EIG 153
193 LB 23 ZS O I8T 2 V0 NS
38 J0d 119 138 13E JDd I 183
ITD EET 1BY 102 04 IDd  IST 387

(d)

137 =318 187 137 266 o606 136 204
LB 221 51 LS LIG LBT LBT Id B34 133 187 Em5 153 153 IIE 16T
[PE5 204 p1® 23 183 10F 136 20| =6 204 256 21 11P 386 153 IS
oa w70 153 223 &7 IS5 1&T 20| 187 187 355 D04 04 61 355 IS5
255 204 221 265 P65 I3IE IG5 I6! 170 #65 =318 66 G5 17D 115 163

LB7 LG} LG} L7 LG} LG} L87 IGE =18 116 14 GG 137 187 04 MG
L53 187 LB7 LG3 153 187 Z3IE 18 =21 =21 133 187 118 17O 153 15
lzoa  z3E 2 2 2 2 2 T | EE o - S S - A [ o - 1 204

© ®

137 163 153 266 265 GL 163 16| (ELE s I EE T L TR ¥ 14
193 204 FAE 2SS 187 1P P00 2ss] 157 153 153 285 163 LEF LET  L&T
ito §65 986 163 LT LT 119 1E7| 56 102 119 2pa 161 204 L3S Z3E
ITD 04 363 LaT 204 LET  LET 10y poa =35 255 170 253 238 205 25n
ss 1a7 153 1S3 1ve LBT 26 2o fss 23 2z zss 2ss 204 2ss 2sy
21 183 @88 2ss 183 238 2sa zs 153 18T 51 204 134 22 1ET 153
fr3g 04 210 163 138 204 270 159 1S3 15T 187 1ET 163 17T 238 153
21 m0s 565 304 J65 233 2nd  1ET] ooe 255 151 2pd  1ET  17e  L1eT 223

(@) (h)

Fig. Arnold Transform Process with 8x8 Image
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@) (b) (© (d)
Fig. Image before 20(60, 96) time Arnold transform

There in figure (a) is the 128x128 original image. Fig. 3.8(b)-(d) shows the image thorough 20/60/96 times

Arnold transform. If one image iterates m steps to get scrambled state with Arnold t rmation, it can restore

its image with the same steps form the scrambled state by anti-Arnold transfor

11
(:r) =G 3 (:)m"d N
Alpha Blending

It is the way of mixing two images together to form i . i i ecomposed
are added. It can be

in the cover image.

Peak Signal to Noise/Ratio: It is the ratio of the maximum signal to noise in the stego image.

=
PSNR = 10 log% db

Normalized-CrossCorelation:

NCC =
ZM ZN Cowver image(i.jlxStego image (i.j)
i=1 i=1 E{‘;lzir‘:l(:()ver image=
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Bilateral Filter

B (=)= p s T O (x— XD G (B (=)= b (=) B =D

s(x) = G (x—xD G (B (=) — 5 (=)

Bayes Shrink Thresholding = Tg (o, ) = 6%/,
Noise variance &

rmrreclicarr (| ¥, |
g = ¥, = sebhbhanag HH,
.6 T45 #

Signal Variancee: It is computed from the variance of the observed coeffici

sY ;and o

O, = ~+/max(cZ — c2,0)
1
2 _ n 2
Oy 2 Ei,iZIYij

COVER IMAGE - BARBARA (.png , 5
SECRET IMAGE - IMAGE 1 (.bm
PSNR1 a
40.6777 0.01
34.6571 0.02
31.1352 0.03
28.6365 0.04
26.6983 0.05
6 0.06
23.77 0.07
22.6159 0.9070 0.08
21.5928 0.8966 0.09
20.6777 0.8864 0.1
14.6571 0.7960 0.2
11.1352 0.7223 0.3

Table: Relationship of PSNR and NCC with alpha () keeping cover image and secret image same for all
values of alpha

VII. CONCLUSION

By this presented method secret image is extracted from a stego image without having cover image. The secret

image is considered as noise. The algorithm was applied on a number of images of various sizes and formats.
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The results obtained by applying the algorithm shows that there is no size and format limitation, indicating the
application to any size images and formats. Observations and analysis that secret information can be extracted
without need of separate cover image also there is a trade- off between PSNR and extracted secret information

visual quality.

It has been observed that PSNR and NCC decrease as the value of alpha increases. The results obtained are best
for encoding when value of alpha (parameter of embedding the watermark) is 0.06.
For the decoding process, results are best when the value of alpha is 0.0003. For higher values of alpha visual
appearance of extracted secret image degrades. Secret image is extracted properly when the value of ‘Ln’ (key
for encrypting secret k image in Arnold Transformation) is 20. For lower values@fit'encryption is not proper,
extraction of secret image is not proper, dissimilarity observed visually betweef cover image and stego image is

more, and computation time is less.

The work can be enhanced for hiding picture images. The work €an be extended for color images.;One can

further try to improve the extracted secret image quality.
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