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ABSTRACT

Image watermarking has become an important tool for intellectual property protection and authentication. In
this paper a watermarking technique is suggested that incorporates multiple watérmarks in a host image for
improved protection and robustness. To protect copyright of images DWT® DCT image watermarking is used.
In this paper CDMA approach of embedding watermark is takenfso that maximum number of watermarks can be
embedded in original image to increase its authenticity. After. embedding thé watermarks the PSNR values are
calculated at each watermark embedding and a table is€enstructed shewing PSNR at each level. At the receiver
end retrieval of watermark is done by correlation®f original image. Furthermore, to test the robustness of the
technique, the watermarked image was expgesed to, some types of attacksjnameély compression, low pass

filtering, salt and pepper noise and luminafce change.
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I. INTRODUCTION

Digital watermarking is similar to watermarking physical objects except that the digital watermarking technique
is used for digital content instead \of physical objects. In digital watermarking a low-energy signal is
impergéptibly embedded in, another sighal.sThe low energy signal is called watermark and it depicts some
metadatay like security or rights,information about the main signal. The main signal in which the watermark is
embedded is referred to as coversignal since it covers the watermark. The cover signal is generally a still image,
audio clip, videoisequence{or @'text document in digital format. The digital watermarking system essentially
consists of a watermark embedder and a watermark detector. The watermark embedder inserts a watermark
onto the cover signaliand the watermark detector detects the presence of watermark signal. Note that an entity
called watermark key is used during the process of embedding and detecting watermarks. The watermark key
has a one-to-one correspondence with watermark signal (i.e., a unique watermark key exists for every
watermark signal). The watermark key is private and known to only authorized parties and it ensures that only
authorized parties can detect the watermark. Further, note that the communication channel can be noisy and
hostile (i.e., prone to security attacks) and hence the digital watermarking techniques should be resilient to both
noise and security attacks. Watermark can be a number, text or image. Secret/public key is used to enforce
security of watermarked content. For secure transport of watermarked data encryption/decryption is used.

Watermark can be recovered by an authorized agency having secure key, watermark and / or original data.
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Il. METHODOLOGY

By using proposed approach we embed invisible watermark into image called invisible watermarking. In
invisible digital watermarking, information is added as digital data to audio, picture, or video, but it cannot be
perceived as such. The watermark may be intended for widespread use and thus, is made easy to retrieve or it
may be a form of steganography, where a party communicates a secret message embedded in the digital signal.
In visible watermarking, the objective is to attach watermark or other descriptive information to the signal in a
way that is difficult to remove. In the proposed algorithm, first convert the message dnto sequence of 1 and 0.
After that, generate the PN sequence that will be kept same for complete embedding'process. After that, perform
the DWT on the host image to decomposing image into non-overlapping sets and then choose the block size and
perform the DCT on block and embed with PN sequence after performing for each blockgspérform, |IDWT on
updated values. Same process will be used for embedding more imagésien the hostiimage and whileretrieving
the image, DWT-DCT joint algorithm is used. DCT is performied on block on the basis of mid band and
generate the sequence and correlate it with PN sequence. 4Repeat the above step for @ach _bloeks and then

reshape the message vector and that message is very much'similar toyoriginal image.

I11. PROPOSED ALGORITHM

3.1 Watermark Embedding
Step 1: Take the message and reformulate the message into sequence of 1 and 0.
Step 2: Convolutionaly encod@ithe message and this encoded message is further used for processing.
Step 3: Take the key and generate a PN, sequence by that key. This PN sequence is kept same during all
embedding process.
Step 4: Generatedwo highly uncorrelatedd®®N sequence pn_sequence_1 and pn_sequence_0.
Step 5: Perfafm DW, on the host image to decompose it into four non-overlapping multi resolution coefficient
sets: cAd, cH1,
cV1 and cD1.
Step 6:°Choese block size andia mid band coefficients matrix for DCT. In our paper block size of 8 is chosen
and a mid band
matrix of 8*8 is chosen from literature review.
Step 7: Now perform DCT on cHI and embed both PN sequence with a gain factor ‘k’ depending on the bit
value of message.
The algorithm for embedding PN sequence is shown as
X=x+k*PNOifb=0
X=x+k*PNlifb=1
Where,
X = is the cover image
b = is the watermarked bit
X = is the embedded image
Step 8: Now perform IDCT on cH1.
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Step 9: Repeat step6 and 7 for cV1.

Step 10: Perform IDWT on updated values of cAl, cH1, cV1, cD1 and name this image as watermarked image.

Step 11: PSNR and Normalized cross correlation is found out to determine robustness and image quality of
watermarked image.

Step 12: Now follow steps from 1 to 10 for embedding next watermark using separate key for PN sequence.
The size of watermark is determined by hit and trial method and that comes less than the previous watermark
size.

Step 13: Number of watermarks embedded depends upon retrieval process because watermark should be

retrieved properly that is without any distortion.

3.2 Watermark Retrieval
The joint DWT-DCT algorithm is a blind watermarking algorithm, and th
required to extract the watermark.
Step 1: Steps from 1 to 5 of embedding process are same using s
Step 2: Now perform DCT on cH1 and generate a sequenc iti i i ment is 1.
Correlate that

sequence to pn_sequenc_0 and to pn_seque
Step 3: Repeat the step 2 with cV1.

Step 4: Take the mean of correlation va quence_1 of cH1 and correlation value for
pn_sequence_0 of cH1 and cV1.
Step 5: If correlation value for 0 is greater than the correla lue of 1, put the message vector element equal

to 0 otherwise 1

correlation_0 >

Message vector

In this paper , Matlab’s image processing toolbox is used to show the result. To make our result more precisely,
image has been categorized into three different categories depending on the intensity of image. The categories

are: low key image, high key image and medium key image.

4.1 Watermark Embedding
In embedding process three messages have been embedded in the cover image. It has been observed that the
message size goes on decreasing with increase in the number of messages embedded in the cover image. Below

given table shows our three messages embedded in the cover image along with their size.
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1% Message  Capuright 20*50
2" Message s 9*12
3" Message W 27%22

Table 1: Three Messages To Be Embedded

Below given figures show the result after embedding three messages in the low key image first and after
Gaussian noise added into them.

Fig 2: Cover Image Figure 3: Watermarked Image for 1 Message

Fig 6: Gaussian Noise Embedded Fig 7: Watermarked Image for 3™ message
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Fig 8: Gaussian Noise Embedded

4.2 Watermark Retrieval
Table 2 shows the retrieved messages. It is showing different messages retrieved for different intensity images.

All three messages embedded in an image are retrieved for everytype of image for same gain k = 8.

Original Watermark Recovered\Watermark
1% Message J . : .
Copuright Capyright
Low Key Image 2" Message I: EI I: EI
3 Message e
4
1% Message : ) : )
: Copyright Copyright
High Key Image | 2" Message I: El t E.
T L
8 Message H .
1" Message : ) Figw 11
’ Copyright Cogirigls -
(o T
Medium Key
Image 2" Message I: EI -
L
3 Message L
A L
Table 2: Retrieved Watermark Messages
V. ANALYSIS

The clarity of retrieved message depends upon the value of gain factor. This value differs from image to image.
For example as clear from table 1, for the same value of ‘k’, messages for high key image and medium key
image are not retrieved properly. Below given tables are showing different PSNR values, Image fidelity and

Normalized Cross Correlation values for different values of ‘k’.
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S No. k PSNR NCC ] Retrieved Message
1 8 50.4760 | 1.0000 | Zapyright
2 10 45.6435 1.0000 | I:-:-pgrighl;
3 16 36.3215 | 1.0000 | Zapyright
4 28 27.0312 | 1.0005 E Zopyright

Table 3: Retrieved Messages for Different Values of K fof T*"Message in Low Key Image

S No. k PSNR NCC Retrieved Message
1 8 51.0983 | (0/9998 Copyright
2 18 343483 |  0.9982 - Copyright
3 28 26,7608 | 0.9942 " Copyright

Table 4. Retrieved Messages for/differentValties of k for 1% message in High Key Image

S No¢ k PSNR NCC Retrieved Message
L

1 8 5315525 1.0000 i'\?:-':ﬁ'ﬂrlﬂlfi :
E !.: . 1
2 10 48.6215 | 1.0000 Coburighe

!

E ol :
3 12 447038 | 1.0000 Coobyright
4 18 36.7019 | 09999 Coplright

Table 5: Retrieved Messages for different values of k for 1 message in Medium Key Image
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S No. k PSNR NCC Retrieved Message
1 8 50.8496 1.0000 I: IE.
|
2 10 48.9073 1.0000 I: lE.
3 28 40.3796 1.0001 I: lEI

Table 6: Retrieved Messages for different values of k for 2" mes$age in Low Key Image

S No. k PSNR NCC Retrieved Message
1 8 51.3974 0.9998 q IEI
|
| IS
2 10 49.4345 0:9998 j_ 'E.
|
3 12 47.8318 0.9998 I: IE.
4 14 46.6110 0.9997 I: IEI
5 16 45.3831 0.9997 I: IEI
6 28 40.5847 0.9994 I: IEI
Table 7: Retrieved Messages for different values of k for 2" message in High Key Image
S No. k PSNR NCC Retrieved Message
[ ]
1 8 50.5714 1.0000
J b
Ly
2 10 48.5917 1.0000 I -
- i
3 12 46.9742 1.0000 E IEI

Table 8: Retrieved Messages for different values of k for 2™ message in Medium Key Image
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S No. k PSNR NCC Retrieve_d Message
1 8 51.0085 1.0001 _. .-
2 10 46.1348 1.0001 i_.
3 18 34.6542 1.0003 -!!
4 24 29.8072 l
5 28 27.3050

Table 9: Retrieved Messages for di

S No.

8 51.4022

Table 10: Re

NCC Retrieved Message
I
50.5443 1.0000 g
2 16 35.8808 1.0000 lT.!
] .1:
3 28 25.8813 0.9988 Ll
A

Table 11: Retrieved Messages for different values of k for 3™ message in Medium Key Image
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Above given tables show that as the number of messages to be embedded is increased, the PSNR also increases
but normalized cross correlation has to be compromised a bit. Perfect retrieval of message is from high key
image for high PSNR values. High PSNR value means high robustness of watermarked image. PSNR values are
higher for medium key image than others for all values of k. that’s why medium key image is more robust than
others but appropriate retrieval of message from medium key image is for PSNR=36.7019 i.e. less robustness of
watermarked image. In the retrieval of second message, PSNR is high for high key image. Below showing
graphs are showing the plot of PSNR and gain values for all three messages embedded in low key image. The
PSNR value is highest for second message in low key image followed by third message. Although as retrieved
messages table speaks, third message is not retrieved properly at higher PSNR values.

PSNR of Three Embedded Messages for corresponding k for Low Key Image

—— First Message
~— Second Message
—— Third Message

A %5

SRR (SN S—
P

@
&

Figure 9: PSNR values f in factors in low key image for three embedded messages

PSNR of Three Embedded Messages for corresponding k for High Key Image

T
First Message
Second Message
—— Third Message

Figure 10: PSNR values for different gain factors in high key image for three embedded messages
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PSNR of Three Embedded Messages for corresponding k for Medium Key Image

T
First Message
—— Second Message
— Third Message

VI. CONCLUSION

The effectiveness of the whole scheme is proven th
1) PSNR quality assessment objectives are
2) Watermarked image have very goo
3) No auxiliary data is required for qu i rmarks and test images are

needed).

nt as more than one message is hidden in the image that makes it more robust

NR values.The proposed system is easy to understand with basic knowledge

problems in the”development of robust digital watermarking for digital images Even if the algorithm is

know it is not easy to retrieve the data.

Image Quality | Very Good | Good | Acceptable | Poor
PSNR(dB) >=40 35-40 | 30-35 <30

Table 12: PSNR level
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From the table 12 it is clear that my scheme falls in the category of ‘Very Good’ in the case of 1%, 2" and 3™
embedded message my scheme comes in the category of ‘Very Good’. Thus even many messages are embedded

into an image my scheme is proven very good on PSNR basis.

VII. FUTURE WORK

Watermarking is an emerging research area for copyright protection and authentication of the multimedia. Most
of the research is going on in this field; the reason might be that there are so many images available at internet
without any cost, which needs to be protected. The watermarking technique that is given in this dissertation can
be further extended by implementing Cat Swarm optimization method after the/OWT. In%uture, work may be
extended on different media like video, audio etc by using this approach. Right now the proposed approach is
working only with the images. In this dissertation water marks are embedded withgthe help of DWiT - DCT-
Viterbi. So, further work can be done to find some other watermark€mbeedding scheme to increase the security
of Watermarked data.
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