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ABSTRACT

Clone attack detection is a major issue in mobile sensor network nowadays. Inistatic sensergnetwork by using
location information clone nodes are easily identified. If a node 1D S present initwo different locations then
clone is identified. But in mobile sensor network is different, duedo the nature of mobility of sensor nades, the
same node can be present in different location after some timefSo location infermation isnet sufficient to detect
the clone node. This paper proposes a method to detect the clene node in ‘mobilé, sensor network using
cryptographic key information and also node movingépeed, The simulation results shows that proposed method

is an efficient one which produces very good results in terms of detection rate.and throdghput.
Keywords: Clone Attack, Cluster Agent, Mobile'Sensor Network, Secrgte Key, System Speed.
I. INTRODUCTION

Mobile wireless sensor networks (MWSNSs) is simply defined as a wireless sensor network (WSN) in which
the sensor nodes are mobile. MWSNSs“are much more versatile than static sensor networks as they can be
deployed in _ahy scenario,, Thed  applications are environment monitoring such  as
detecting lightgheat; humidity, and \\témperature. /' The nodes consist of aradio transceiver and
a microcontroller powered by a batterys Sensors can be attached to people for health monitoring, which may
includé heart rate, bload pressure etci Anifmals can have sensors attached to them in order to track their
movements for migration ‘patterns, feeding habits etc. Sensors may also be attached to unmanned aerial
vehicles (WAWs) for surveillance or environment mapping. Mobile Sensor Networks allows the sensor nodes to
move freely and they are able to'communicate with each other without the need for a fixed infrastructure [1].
Compared with static netwerk this increases the network lifetime, reduces the power consumption and provide
more channel capacity, Nowadays in sensor network the very important issue, the researchers are concentrating
much is attacks or intrusion detection. One of the most serious attacks is clone attack in both static wireless
sensor network and mobile sensor network. A sensor node captures the credentials of another node which
includes ID and cryptographic information and deploys multiple nodes with this information in the network so
that the network functionality is disturbed like leaking the data, modifying the data, routing wrong data etc.
This attack is called as clone attack or replica node attack. In this paper we propose a method based on secrete
key. Several approaches existing are to find the clone attack in static WSNs. All theses use the location
information. But those algorithms are not suitable for mobile WSNs. Since location claim cannot be used as

major information for detecting the clone attack. The algorithm should be distributed, efficient in terms of
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detection rate and throughput. We propose an algorithm which uses node movement speed and the unique
secrete key for the detection of clone nodes. The simulation results shows that proposed algorithm works well,
efficiently and shows very good results in terms of detection rate and throughput. There is number of false
positives and false negatives are zero for the proposed method. The remaining part of this paper is organized as
follows: Section Il describes the entire existing algorithm for mobile sensor network. Section Ill deals the
proposed method with system architecture. Section 1V discusses the simulation results and finally section V
gives the conclusion and future enhancements.

Il. RELATED WORK

Several algorithms are available to find replica nodes in static wireless sensor network. They are classified into
centralized and distributed. Each one is having the advantages and disadvantages. Each one shows its efficiency.
All these algorithms mostly use the location information to find the clone node. Butsthese algorithms, can’t be
applied for mobile sensor network because the nodes are mobile iodeshA node present in location (x,y) is
moved to a new location (p,q) in short time interval and so ab@ve said algorithms are not suitable for mobile
sensor network. One of the centralized algorithms for détecting clone node, in mobile<sensor network is
Sequential Probability Ratio Test (SPRT) in which a nede moves imya speed exceedingithe configured system
speed then clone node is found[2][3]. Based on hypothesis testing mabileynodes are identified. A New Protocol
for the Detection of Node Replication, the nodes‘is deployed in the node initialization phase. A key server
generates pair-wise symmetric keys and ea€h node ‘reports about the numberof keys established with ID. This
report is sent to BS and it counts the number of pair-wiseskeys with the help of Blooming Filter. The node
whose key count is above a threshold is considered as cloneinode.[4] There are two approaches for distributed
case. In Xtremely Efficient Detection (XED) [5][6], when two nodes in communication range meet each other
for the first time they exchange theirdassigned random numbers. Again in a short interval if they met, and
exchange the random numbers, bath received antheriginal are not same then clone node found. In Efficient and
Distributed Detegtion (EDD), when number of times.a node A encounters the node B is comparatively high than
the thresholdsvalue the clone node is identified[7].

I11. SECRET KEY ALGORITHM

3.1 Network, Model & Assumptions

In the mobile'senser network, sensor nodes are having the characteristic of mobility. A mobile sensor node stays
in one location far aycertain period of time then selects a random destination [8]. Then it moves towards
destination at the selected speed ranges from 0 to Vmax. Vmax is the configured system speed. Upon arrival,
mobile node pauses for a specified time period before starting the process again. The communication link
between two nodes is bi-directional. Every mobile node is having the capability of obtaining its location without
the help of GPS [9].

3.2 System Architecture

In Fig. 1. The system architecture shows how the algorithm works. The network area is clustered with a Cluster
Agent elected based on the trust and energy level. Each Agent sends the registration request to all the nodes in
the cluster. All these nodes send the registration message with 1D, Previous Loc, and Current Loc and secrete

key assigned by BS during deployment. After receiving all the messages, CA generates and gives the secret key
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for all the registered nodes and records it in the agent table. Find the difference between previous Loc and

Current Loc and then the speed. If the speed exceeds the system speed, then clone node found. Now the agent

table is exchanged with each other. If a node moves to a new location then CA asks the secrete key. If the given

secrete key is same as the one recorded in the table then clone node found.
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Figure 1. System Architecture

3.3 Proposed Method
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The network is divided int@inumber of clusters based on coverage area.

Each cluster is having a cluster-Agenta(CA)

When the nodes are deployediin the network initially,.a secret key is assigned to it by the Base Station (BS).
CA sends admessage to all the nodesfin the cluster for a registration process.

When the nodes received this request message, they send ID, Present Loc, Previous Loc and its secret key
to CA.

From the received messages CA calculates the distance between previous Loc and Present Loc and if it is 0,
stores all the details in a‘table. A new secret key is generated by CA, and replaces the old one; same is
informed to sensor noderalso.

If the distance difference is > 0, find the travel time for the distance and compare this with the system
speed. If it exceeds system speed Vmax then clone node found. This is performed for the received
messages. If not] secret keys (received and available in the table) are compared. If both are different, clone
node is detected.

Once table is formed, CAs exchanges the table with one another. In all CAs the comparison is performed
and almost the clone node is identified with this.

If a node moves from old location to new location then, is asked to register with the new area CA, by giving

the secret key. While verifying the keys, we can easily find the clone.

The distance is calculated using Eq.(1)
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D=y(x1—x2)2+ (y1 — y2)? (1)

where (x1,y1) is the previous location and (x2,y2) is the new location.

Speed of the node is calculated using Eg. (2)

D
Svstem Speed Vmax

(2)

where V.. is configured system speed. D is the distance moved by the particular sensor node.

IV. SIMULATION RESULTS
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Figure. 3. Time Vs Detection Rate

roposed algorithm compared with other existing algorithms. The
is O(1) per node. Only secrete key is send to the CA by every node.
of CA is reduced below a threshold value immediately another high energy
information available with old one is transferred to new CA. So the algorithm
is fault tolerant. aring the false positives and false negatives of the proposed algorithm it is zero. Very less
number of nodes ar y identified as clone nodes and also falsely identified as non-malicious nodes. With
the distance and speed comparison itself most of the clone nodes are identified and the remaining is identified
by the secret key comparison. Since two verifications are performed, the algorithm easily detects the replicas.

The Fig. 2 shows the throughput, which is linearly increasing when time goes. The Fig. 3 shows the detection

rate compared with other algorithms. Here the computation will be little bit high in the Cluster Agents.
V. CONCLUSION & FUTURE WORK

The proposed algorithm uses a secrete key to find the clone node. In static networks, location is main

information to find clone. But in mobile networks, since the nodes are having the mobility nature we can’t use
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the location alone. In addition to this location and ID, it uses the speed and secrete key. The proposed algorithm
detects the clone nodes easily and in a fast manner without any communication overhead. The limitation of the
algorithm is the information exchanged between CAs is very lot. And after receiving new registration, CA has to
find the distance and speed of the node. In future, this work can be modified so as to satisfy the characteristics of

algorithm like less computation time and less storage space than the proposed algorithm.
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