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ABSTRACT

In general there may situations users facing and compromising in online social métworksaln some of the cases
there is more security needed to the users and it was required for the mails'whatever users are receiving in
online. Here in this paper we are proposed a way of detecting spam mails and an_un-trusted process of virus
mails in the emails. We are implanted a way of detecting the outgoing'mails in this‘process and monitoring that
mails to identify the positive and negative impacts on that mail§'we are implemented that we will ¢heck and
evaluate that mails then we will get the spam mails in thefoutgoing mails. This will updateall“the process
automatically when the user sends mails to any others in that network. Fof'this we are taking the IP address of
the system and we are identifying the mails basedg¢on thesbody and the, subject content’in the mails and the
reputational process of the mail. This process wWilhcheck automatically for this we are implemented the SPOT

process through this we will get the exact information which was needed to the server.
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I. INTRODUCTION

Detecting of spam mails, the basic mean ofythe spam mails is to send the message or a mail from the account
which is not send by the authorized personrwithotitskinowing of the owner we sending the mails to the other
people in the network. And which are, the"mails sendlike that may contain the virus access things may be in that
mails and withouticheeking of virus process sending mails in the network. Sometimes it should be a bulk
sending’ of information<in the network through the mails that information may not be required at all the times
and“whichever the informationjin that mails may not be the true and not a valid information. That mails which
are denied bysthe user in his inbax also will send to the spam list which are the mails he received in his inbox, if
user had not'think it is the {trusted he can deny the mails that all the denied mails will go to the spam because
user had not trusted ityas the worthy to him that why that all the mails will go to the spam box not only this the
thing in this paper is to find the zombies in the mails, why it’s going to the spam box and by which content its
translating the information to that system without the user knowing. Even some of the time user send genuine
and a valid information also it will goes to the spam mails who send it they doesn’t know it and who received
also doesn’t know that. So we are implemented this paper to find the spam zombies and to detect that mails to
send the well from to user without any drawback in the mails we can send successfully to the users. In online the
main drawback and the security issue is the spamming, even there was a much security providing in the network
there is different types of attacks are happening in the internet. There are many compromised machines are in
the network for the users information updating in the networks. Here we have two kinds of machines. In the
same manner identity is the most important thing. Mainly in this paper our focus is to learn and identify the

spam mails in the network from the user send mails, which are going to view as a spam mails in the others spam
388|Page




International Journal of Advanced Technology in Engineering and Science www.ijates.com
Volume No.02, Issue No. 12, December 2014 ISSN (online): 2348 — 7550
box. Because of this spamming there are many economic reasons and detection problems are coming in the
network. In the spamming also compromised machines are involved that’s why these spam mails are coming to
the user message box even there is much more security provided in the networks and the process of, so to find
this we are started to filter and identify the large amount of emails verification and identification on the mails
whenever user send his mails to the someone in the network area. There are many automatic detection factors in
the online website to find the spamming and to stop the virus attacks in the website. Then we need to improve
much more security in the mail system for this we are improved the SPOT rule for the detection of spam mails.
The main theme of this project is to find the outgoing messages and to filter that messages in users profile
information place.fro this we are implemented a sequential ordered thing of detection of all the mails in order.
For this we are implemented the detection process, SPOT is the process we are implemented and proposed in
this system for the identification of the spam mails from the users send box. SPOT is the main concept for the
identification process.
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Fig. 1. Network model
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Here in the above diagram weyean see the process of SPOT andhow'it works on the network and what is all the
process it will check in the social networks. When user send a mail from his network first it will go to the SPOT
and it will check the total process and the‘contént,in that overall process then based on that it will check the
performance of thiat mail and it will implement the‘process of identification in the mails. For the checking of
mail we have/Some of,the basic concepts that are based on the content and based on the text limitations. Through
this two,contentions it will identify theimessage and it will check the total information on the outbox mails in
the user,network. In that'processes we have the two conditions in method one is machine compromised process
and anather, one is machine nen\xcompromised process. When these both conditions are in process and it will
check the status, of the process and it will check its conditions when it compromise with the machine it will
allow the user to send the mail'successfully to the users inbox and when it doesn’t compromise with the machine
it will not allow the'process to send successfully to send the mailing process to the users in the network. Like the

remaining things and/now we find the spam zombies we can see in the bellow process with an explanation.

I1.PROPOSED WORK

Here we discuss mainly about the machine compromise process in the network. Through this we can detect the
spam mails and we can detect the process of identification spam zombies in the network are based on the user
send mails in the network. In this session mainly we will discuss about the process of identifying the spam mails
in the network and we will simply help us to find the spam mails. In the identification of spam mails there is lot
of checking mails and its related processing machines in the network. There is some of the global word in the

machine to check the conditions and to identify the process of total content in the mails. Based on that key
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words and global word content in that mails we will check then we can identify the process in the network and
that we need the internet accessing in the network. Otherwise it won’t support the process of identification in the
network and it suppurate the two differential queries in the mails and it will check the total content in the
process, total protocol and the structure based order. When the process has been checked about the query and
the content protocol in the mails it will compare the total data in the mails and it will check that when the
condition was satisfied with the process it will continue the order of identification and then it start to find the
spam zombies in the mails. Then it will generate the report based on the things and SPOT is also one of the base
concepts like this in one of the example of compromised machines in the network. Trough this text we can find
the spam content and its texture process in the mails then we can simply avoid like that of information in our

mails.

2.1 SPOT Detection Algorithm Process

SPOT s the one of the tool was implemented from the SPRT to identify or tQ detect the spam-mails in the
network. Here we considered the two of variable H1 and HO

H1 is the detection;

HO is the normality;

Then if it is the compromise machine H1 will be truednd, it will passpand HO will be true when the concerned
process is not compromised mechanism. If the meSsage is spam it will detect the valug tn to Xi when Xi=0 its
not a spam; when Xi=1 it was identified as a spam mail.

That identification and the process of passing the infarmation we can and view the total process in the bellow
diagram as it was mention in the above algorithm we can‘check and delete those mails not to send to user and to

stop that mails we can simply find and solve the problem of spam zombies in the mails.
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In the above diagram it is clear how the mail will send and it will transfer step by step and the final process of
identification and deleting of spam mails we can simply view and check in that process. In the simplest way of
the SPOT process we seen in the above algorithm to find the spam mails in the outgaining process to check the
hypothesis of null information in the mails we can see the total data information in the two method comparisons.
It’s very important process to check the data of the compromised machine and non compromised machine

through these two machines we will improve and compare the total content and the identification process when
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it check it will compare with the total content of text and the key based words in the process. When the mail hit
to SPOT mechanism it will check the process and then it will execute the process and it will send the feedback
finally then if it is the true value passed then it will send information to the user and or else it will remove the
spam mails and it will send the information to the user it passed to the spam mails please check the mail
information. Then user will check that spam mails and then he will identify the content or the things in the mails
which is incorrect then he will check all the information and he will forward that information again to the
receiver, then that time he will check that information is it send or again stored in the spam mails then he could
know that where was the mistake in the process of sending the mails and its related information in the website.
So if he sends next time with the valid data it will send to the receiver otherwise it will send to the spam mails.
So in this way we are implemented to stop the spam mails in the website and togprotect, the user information
from the virus malware attacks in the website. We can see the result and the way of process of application
running in the application in the bellow session.

I11. RESULTS

Here in this paper we are implemented a method of identification,of spam mails,and to stopthe,sending of spam
mails in the network when he is sending mails or information to'the other person in the network'area. In some of
the cases there is more security needed to the usérs andeit was required for the mails whatever users are
receiving in online. Here in this paper we are proposed a way of detecting spam mails'and an un-trusted process
of virus mails in the emails. We are implanted a way of detecting the outgoing mails in this process and
monitoring that mails to identify the positive and negativesimpacts on that mails we are implemented that we
will check and evaluate that mails then we will get the spamimails in the outgoing mails. This will update all the
process automatically when the user sends mails to any otherstin that network. For this we are taking the IP
address of the system and we are idéntifying the mails based op"the body and the subject content in the mails
and the reputational process of the, mail-“This process will check automatically for this we are implemented the
SPOT process through this we will\get the exact information which was needed to the server. Then after the
implementation‘of the SPOT method Whenever userésend mails or messages to another users it will check and it
will send that information first to the spot intermediate processor then after it will check that process and it will
identify. the process in that accessing mechanism to implement and to process the system speed up without
sénding ofispam mails in the'network. When user had login in the network and when select some of the person
in the netwarkiand he send the message to anyone he can send when he send information it goes directly to the
users inbox if'the message“was in the users inbox and after that user had received same message twice or
without any modificationgin themes age sender has send again that mail may pass in the spam mails because
when SPOT checks that content was already send to the user without any modification if the same content to
same user found it will stop the process and return that mail to user then it will be counted as a spam mail in the
network. Based on the machine compromised process it will check the total content , is there any words of
global information related of an abnormal content like the fake information and the information found in it was
mad with combination of an unwanted content it will identify the process and it will check the status of the
content if it was found as a spam it send that mails to spam mails not the inbox of the user. After that when user
had checked the spam mails then he can find the genuine mail or the spam mail he send to some other person if
it located as a spam mails it doesn’t show the message to user whom the user has send the mail. It will hide the

total information and stop that process not to send and make sure that information has been not send to the user
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we can know and we can pass data result finally to the user. When it was found on the spam it will check the
status and then user can edit the information and he can modify the data in that mail, then after the modification
of the mail he can again to the users then through this we can stop the process of spam zombies in the mails and

we can pass the valid data only in the network without any drawback of information.

IV. CONCLUSION

When user send mails in the network some time it may not go to the inbox of receiver but it will send to his
spam mails box so to stop that process and to send the mail as a valid mail with the valid information. Even it
sends to receiver spam the sender may not know that is it send properly to the receiver or not so that’s the
mistake and the drawback in the online social networks. So to stop this and“to“awvercome this we are
implemented this paper for the user benefits and to stop the spam zombies in the mails we are implemented this
paper for the further edification of the networks and the user’s security. Spamymails_cang€reate’the security
issues some time in online websites. In that time we are implemented the SPOT method for the detection of
process in that we are implemented two steps one is machine compromised, machine non compromised process
with these two process we are implemented this paper and Mve\are succeededyto count theginformation and to
check the process data message in the mails. Then we can‘able 1@ find the process finally,the spam mails in user
out going messages. Then after the process when user eheckthis it will create a message alert and it will display

the spam mails automatically whenever user send'mail in website.
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