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ABSTRACT 

Image encryption basically can be done with two different approaches, the first being encrypting the images 

through encryption algorithms using keys, and the second approach divides the image into random shares to 

maintain the images secrecy.  The limitation of first approach is heavy computation cost and key management 

issues. Similarly the poor qualities of the recovered image from the random shares limit the applications of the 

second approach. A different approach to image encryption is encrypting the images without the use of secret 

keys. This paper expresses the way of secure colored image encryption without use of encryption key.  It can be 

analyzed that with this new approach being implemented, random shares can be generated with minimal 

computation, with no pixel expansion and the original secret image can be recovered from the random shares 

without any loss of image quality.  This method is robust to withstand brute force attacks.  
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I. INTRODUCTION 

 

In recent days, security is a big threat in the transmission medium due to the development of the Internet and 

multimedia contents such as audio, image, video, etc. It enables us to easily purchase digital contents via the net. 

However, it causes several problems, such as violation of ownership and illegal distribution of the copy. The 

basic idea followed is based on cryptography technique. Encryption is the first process in which the plain text or 

readable text is converted into cipher text or unreadable text. The second process is called decryption process in 

which the cipher text or unreadable text is converted to plain text or readable text. To encrypt data, an 

encryption algorithm is used at the sender, to reveal the data at the receiving end a decryption algorithm is used. 

Here secure colored image encryption technique is used, which does not uses keys for both encryption and 

decryption. 

 

This paper concentrates more on the image secrecy without keys. Encryption of images is broadly classified into 

lossless and lossy encryption [7]. There are studies on image encryption using the keys with digital signatures 

[1], chaos theory [2] and vector quantization. These techniques have some drawbacks that they are limited with 

the key size and high computation and also weak security. To overcome all these limitations the concept of 

keyless colored image encryption is developed which involves secret sharing of image by dividing it into 

multiple shares. A hacker cannot perceive any clues about a secret image from individual random share images. 
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II. EXISTING WORK 

 

The approach of an image encryption using keys is similar to the conventional encryption methods such as RSA, 

DES which involve use of an algorithm and a key to encrypt an image. Some of the proposed techniques for 

encrypting images use Digital Signatures, Chaos Theory, and Vector Quantization etc. 

C.C. Thien, J.C. Lin use two transparent images [15]. One image contains random pixels and the other image 

contains the secret information. It is impossible to retrieve the secret information from one of the images. Both 

transparent images and layers are required to reveal the information. 

A technique for image encryption using digital signature by Aloka Sinha and Lehar Singh [16] suggest that the 

digital signature of the original image is added to the encoded version of the original image. The encoding of the 

image is done using an appropriate error control code. At the receiver end, after the decryption of the image, the 

digital signature can be used to verify the authenticity of the image. 

There are several parameters in the chaos system [17], and it is sensible to the original value and unpredictable. 

The results of several experimental, statistical analysis and key sensitivity tests show that the this image 

encryption scheme based on Henon chaotic maps provides an efficient and secure way for image encryption.  

Hence a novel approach without the use of encryption keys for the colored image encryption is proposed. The 

approach employs Sieving, Division and Shuffling to generate random shares such that with minimal 

computation, the original secret image can be recovered from the random shares without any loss of image 

quality. 
 

III. PROPOSED SCHEME 
 

The main objective of this scheme is to provide conventional colored image encryption without using keys. A 

secret image is splitted into multiple random images and with minimum computation cost the original secret 

image can be retrieved back. The original secret image can be retrieved in totality. This approach does Sieving, 

Division and Shuffling to generate random shares with minimal computation. It employs low storage and less 

bandwidth requirements. 

Proposed technique involves image encryption without using keys by splitting an image into multiple shares. 

The shares so generated reveal no information about the original secret image and to retrieve the secret image all 

the shares are required.  

The scheme can be implemented with the SDS algorithm and involves three steps. 

Step I: the secret image is split into primary colors (Sieving) 

Step II:  these splitted images are randomly divided (Division) 

Step II:  these divided shares are then shuffled each within itself (Shuffling) 

Finally these shuffled shares are combined to generate the desired random shares. 

 

IV. METHODOLOGY 

 

The proposed scheme can be design and implemented in following manner. 

 

4.1 Sieving 

The secret colored image is splited into primary colors. Sieving involves filtering the combined RGB 

components into individual R, G and B components .The granularity of the sieve depends on the range of values 

that R/G/B component may take individually. 
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4.2. Division 

After filtering the original image into R, G and B components, divide the R, G and B components into z shares 

each. 

R (RA, RB, RC, … RZ) 

G (GA, GB, GC, … GZ) 

B (BA, BB, BC, … BZ) 

While dividing each element, RA-Z, GA-Z and BA-Z is assigned values randomly. 

The shares so generated should be such that (RA, RB, RC, … , RZ) should regenerate R and similarly for G and 

B components. 

 

4.3 Shuffling 

This involves shuffling the elements in the individual shares. The sequence in which the elements within the 

shares are shuffled depends on the value of one of the other shares generated from the same primary color. In 

other words RB decides how RA is shuffled, RC decides how RB is shuffled, RZ decides how RZ-1 is shuffled 

and similarly RA decides how RZ is shuffled. 

 

4.4 Design Details  

The proposed scheme design involves generating two random shares. Figure shows steps involved in generating 

two random shares. 

 

Fig. Steps Involved In Generating Two Random Shares 

V. CONCLUSION 
 

This paper is a new enhanced visual cryptographic which is a hybrid of the traditional visual cryptographic 

scheme and the conventional image encryption schemes. The original secret image can be retrieved in totality. 

There is no pixel expansion and hence storage requirement per random share is same as original image. Key 
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management is not an issue since there are no secret keys involved. The scheme is robust to withstand brute 

force attacks. It is suitable for authentication based application. 
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