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I. INTRODUCTION

The process is a dialogue in which the knowledge that must become the software is brought together and
embodied in the software. The process provides interaction between users and designers, between users and
evolving tools, and between designers and evolving tools [technology]. It is an iterative process in which the
evolving tool itself serves as the medium for communication, with each new round of the dialogue eliciting
more useful knowledge from the people involved.

Risk Analysis and Management are a series of steps that help a software team to understand and manage
uncertainty. Many problems can plague a software project. A risk is a potential problem—it might happen, it
might not. But, regardless of the outcome, it’s a really good idea to identify it, assess its probability of
occurrence, estimate its impact, and establish a contingency plan should the problem actually occur. Everyone
involved in the software process—managers, software engineers, and customers—participate in risk analysis
and management.

To overcome risk, Software Defect Prediction can help to detect defects & identify potential defects using
regression.

Existing software defect prediction models that are optimized to predict explicitly the number of defects in a
software module might fail to give an accurate order because it is very difficult to predict the exact number of
defects in a software module due to noisy data.

There are different fault prediction approaches available in the Software Engineering discipline. Such as fault
prediction, security prediction, effort prediction, reusability prediction, test effort prediction and quality
prediction. These approaches help us to minimize the cost of testing which minimize the cost of the project.
Many research studies in a decade have focused on proposing new metrics to build prediction models. Widely
studied metrics are Source Code and Process Metrics. Source Code metrics measure how source code is
complex and the main rationale of the source code metrics is that source code with higher complexity can be
more bug-prone. Process Metrics are extracted from software archives such as version control systems and issue
tracking systems that manage all development histories. Process Metrics quantify many aspects of software
development process such as changes of source code, ownership of source code files, developer interactions, etc.
Usefulness of process metrics for defect prediction has been proved in many studies.

Most defect prediction studies are conducted based on statistical approach, i.e. machine learning. Prediction
models learned by machine learning algorithms can predict either bug-proneness of source code (classification)

or the number of defects in source code (regression). Some research studies adopted recent machine learning
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techniques such as active/semi-supervised learning to improve prediction performance. BugCache algorithm,
which utilizes locality information of previous defects and keeps a list of most bug-prone source code files or
methods. BugCache algorithm is a non-statistical model and different from the existing defect prediction

approaches using machine learning techniques. Researchers also focused on finer prediction granularity.
Il. LITERATURE SURVEY

2.1 Author had survey of various machine learning techniques for software defect predication. From the survey,
it can be observed that software defect is indeed a major issue in software engineering. Software Defect Module
Prediction using different machine learning techniques is to improve the quality of software development
process. By using this technique, software manager effectively allocate resources. For predicting defects he
analyzed the advantages and limitation of artificial neural network, Support vector machine, Decision tree,
association rule and Clustering machine learning techniques [1]

2.2 Author introduces a learning-to-rank approach to construct software defect prediction models by directly
optimizing the ranking performance. Author build on his previous work, and further study whether the idea of
directly optimizing the model performance measure can benefit software defect prediction model construction.
The work includes two aspects: one is a novel application of the learning-to-rank approach to real-world data
sets for software defect prediction, and the other is a comprehensive evaluation and comparison of the learning-
to-rank method against other algorithms that have been used for predicting the order of software modules
according to the predicted number of defects. Our empirical studies demonstrate the effectiveness of directly
optimizing the model performance measure for the learning-to-rank approach to construct defect prediction
models for the ranking task [2]

2.3 Author used NASA dataset, where he derived similar results to the prior study, i.e., the impact that
classification techniques have appear to be minimal. Next, he applied the replicated procedure to two new
datasets: (a) the cleaned version of the NASA dataset and (b) the PROMISE dataset, which contains open source
software developed in a variety of settings (e.g., Apache, GNU). The results in these new datasets show a clear,
statistically distinct separation of groups of techniques, i.e., the choice of classification technique has an impact
on the performance of defect prediction models. Indeed, contrary to earlier research, our results suggest that
some classification techniques tend to produce defect prediction models that outperform others [3]

2.4 Author observed that most of the techniques of software fault detection are based upon the machine learning
approaches and using the NASA’s public datasets to predict the software faults. Public Datasets are mostly
located in PROMISE and NASA MDP (Metrics Data Program) repositories and they are distributed freely.
Method Level metrics and Class Level metrics are importantly used. Machine learning models have better
features than Statistical methods or expert opinion. So, it is found that machine learning models are mostly used
and these models are used to increase the usage of public datasets for fault prediction in future [4]

2.5 As per Authors survey, it was evident that product metric, process metrics and object oriented metrics are
widely used in fault prediction techniques. But fault prediction result is also dependent on human expertise apart
from these metrics. So measuring human expertise in software fault prediction techniques is expected for future

work. It is evident that fault prediction is dependent on skewed data. But there is no evidence of Fault prediction
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techniques for big data with real time and interactive data sets in this SR review and is expected for future work
[5]

2.6 Author analyzed the related technologies about classifiers and distribution model. From the representative
collected software defects data of GUI projects, the paper used several classifier algorithms to get defect
classification table, then applied mathematical methods to show that the distribution of this kind of software
project defects is consistent with the lognormal distribution better. If the distribution of the software defects
obeyed in accordance with the defects classification is found then the use of fault injection method to simulate
software fault, and study the accelerated test method under certain defects distribution, which can effectively
improve the software test coverage, reduce test time, and reduce cost of test [6]

2.7 Software systems continue to play an increasingly important role in our daily lives, making the quality of
software systems an extremely important issue. Therefore, a signicant amount of recent research focused on the
prioritization of software quality assurance efforts. One line of work that has been receiving an increasing
amount of attention is Software Defect Prediction (SDP), where predictions are made to determine where future
defects might appear. Our survey showed that in the past decade, more than 100 papers were published on SDP.
Nevertheless, the practical adoption of SDP to date is limited [7]

2.8 Processes used for improving the quality of a system emphasize reducing the number of possible defects, but
quality measures and the techniques applied to improved quality can vary in effectiveness and importance
depending on the consequences of a defect and whether the measures and techniques are applied to hardware or
software. Considerable experience exists on measuring hardware quality. For example, the mean time between
failures is often used to measure the quality of a hardware component. Consistently long periods between
failures is evidence of general hardware reliability. For measuring safety, the mean time between failures is not
sufficient. There is need to identify and mitigate defects that could create hazardous conditions, which could
affect human life. For security, the consideration of impact also applies. Voting machine quality includes
accurate tallies, but also includes mitigating design defects that could enable tampering with the device. There is
an underlying assumption that a hardware device is perfectible over time. A reduction in known defects
improves the quality of a hardware device. A comparison of the failure distributions for hardware and software

shows that the same reasoning does not apply to the reliability or security of a software component [8]
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