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ABSTRACT

In last few decades various applications have been developed in various fields, where authentication is the main
process of granting access to the particular application. Authentication is the process, in which an individual is
identified on the basis of username and password. In authentication username and text-based passwords are the
most commonly used techniques. In conventional systems usually the text-based passwords are the combination of
alphanumeric characters, which includes text, numbers and special characters. On the other hand in graphical
password systems images are used for authentication. Biometrics are the another technique where the
authentication has been done by using physiological or behavioral concept of particular user. In this paper we have
done a survey on various authentication techniques that are currently in use. The authentication techniques
discussed in this paper are different from each other. This paper mainly focuses on various characteristics of every

technique and how they are different form each other, what are their pros and cons.
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I INTRODUCTION
Authentication schemes are one of important part of computer field, everywhere in the world of computer
authentication plays an important role in identifying an individual. For the identification, the individual is supposed
to be inputting some credentials proving to the computer system that the one trying to access the service or any other
thing is a valid individual. The difficult part in authentication is that, the process of authentication is supposed to
simple for the users, while it provides high security which protects the privacy of the users. Lots of work has been
done in the way of providing security by keeping the authentication process simple, one of the most common
process is, in which the user has to create text-based password using alphanumeric combination.
Various Human Authentication Techniques are present in Computer World, they are:

1. What you know (Knowledge base authentication)

2. What you have (Token base authentication)
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3. What you are (Biometrics base authentication)

The above mentioned authentication processes are currently in use, in different ways at different places. Each and

every of them have some advantages and disadvantages.

Human Authentication Techniques

What you are
(Biometrics base
authentication)

What you have (Token

(Knowledge base base authentication)
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Fig. 1. Taxonomy of Human Authentication Techniques

Every day researchers are doing something new in the way of providing more security for the authentication
techniques. Various advancements are made in the field of authentication, such as new techniques are evolved in
graphical authentication scheme, now which can be used on any platform, such as mobile devices as well as web
applications and desktop applications.

The paper is arranged in the following sections, section Il discusses the various types of human authentication

schemes, section 111 discusses how graphical passwords are more trustworthy, and finally section 1V concludes the

paper.

I HUMAN AUTHENTICATION SCHEMES

2.1. Knowledge Based Authentication

Knowledge based authentication also known as the KBA is the most widely used authentication technique. Near
about every web application we see uses the KBA. As the name indicates the KBA requires knowledge of the
private information of the individual to show that the person providing the information is the one who is the owner
of the identity. In KBA the user has to answer at least one “secrete” question. There are some criteria for the good
question in KBA, (a) the question should be appropriate for the large segment of population, (b) the answer is
supposed to be easy for remembrance, (c) the question must have only one answer, (d) the answer should be difficult
to crack or guess.

KBA is further classified into two types, (i) Textual Passwords and (ii) Graphical Passwords.

2.2. Textual Passwords

Textual passwords are the most commonly used authentication technique in computer field. In text based password
authentication, the user is supposed to select username and the alphanumeric password, and remember both of them.

At the time of authentication, user inputs the username and the password in the given fields, and on the basis of that
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authentication has been done. The main difficulty in the text-based passwords, which has been pointed out by the
users is the selection of the alphanumeric passwords. These passwords are difficult to remember, especially for those
users who do not belong to computer field [1]. According to Ofcom’s “Adults Media Use and Attitudes Report
2013 report, a poll of 1805 adults aged 16 and over discovered that 55% of them used the same password for most
websites [2].

While selecting the passwords the instructions for selecting a perfect password is always given such as, use the
combination of uppercase and lowercase letters, then use at least one number and special character. Such kind of
passwords are strong against attacks, but the problem is faced by the user. These kind of alphanumeric passwords
are difficult to remember. So the users goes for the easy way and selects easy passwords, which are very easy to
crack for attackers, leading to the problem of losing the privacy of the data, and an unauthorized access.

2.1.2. Graphical Password’s

Graphical passwords are much more popular in mobile devices. Lots of graphical authentication schemes are
developed in last few decades. Some of them are very popular among users, such as PIN authentication. Various
graphical authentication schemes [3], [4], [5], [6] are present in the world, these schemes are developed to overcome
the problems associated with text based passwords. In the early days of graphical authentication there are some
restrictions, due to the low pixel quality of the devices. The first idea of the graphical password has been given by
Blonder in 1996.

Since then various types of methods have been developed few of them are very popular. Draw-a-Secrete (DAS) [5]
is one of the technique in which the user is supposed to draw a set of gestures for authentication. The drawing is then
mapped to the coordinate pair used to draw the password and recorded in the sequence. Another most studied
graphical authentication scheme is PassFaces [6]. The reason behind the popularity of the PassFaces scheme is that
it is simple and easy for implementation. A set of faces is presented to the user at the time of login, and form that the

user has to select those faces belonging to his/her set.
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Fig. 3. Passfaces System [7][8]
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PassPoints [9] is one another technique which is popular in graphical authentication techniques. This technique is
introduced in 2005 by Susan Wiedenbeck et al. In this scheme the user has to click on the set of predefined pixels on
the predestined photo, as shown in Figure 4, with the correct sequence and within their tolerant squares during the

login stage.

Fig. 4. PassPoints Technique [9]

Recently the new technique has been proposed in 2016 as a shoulder surfing resistant scheme is proposed by Hung-
Min Sun, Shiuan-Tung Chen, Jyh-Haw Yeh and Chia-Yun Cheng known as PassMatrix [10]. This Scheme is based
on PassPoints, in this scheme the user has to select the pass image from the given image, and at the time of
authentication the user is provided with the login indicator, which is to be set on the given scroll bars. This scheme
shows promising results against shoulder surfing attacks.

Like all the above graphical authentication schemes, there are some other schemes are present, which are not as

much popular as the above techniques, such as discussed in [11], [12], [13], [14], [15].

il B 652

Fig. 5. (a) Select pass image, (b) Generated login indicator, (c) Scroll bars setting, (d) After setting
login indicator and pass image coordinate at same positions [10]
2.3. Token Based Password
In token base authentication system, security tokens are used to prove one’s identity electronically. The token is
used in the addition or at the place of passwords to identify the particular user. The tokens acts like electronic key to
access something. Various types of tokens are available in the market, which are used for the authentication process.
Some of them may consists cryptographic keys, some may have biometric data such as fingerprint, and some of

them may possess passwords.
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All of the tokens used contains some secrete information, there are four different ways in which this information is
used.

e  Static password token. The device contains a password which is physically hidden (not visible to the
possessor), but which is transmitted for each authentication.

e Synchronous dynamic password token. A timer is used to rotate through various combinations produced by
a cryptographic algorithm. The token and the authentication server must have synchronized clocks.

e Asynchronous password token. A one-time password is generated without the use of a clock, either from a
one-time pad or cryptographic algorithm.

e Challenge response token. Using public key cryptography, it is possible to prove possession of a private
key without revealing that key. The authentication server encrypts a challenge (typically a random number,
or at least data with some random parts) with a public key; the device proves it possesses a copy of the
matching private key by providing the decrypted challenge. [17]

ATM cards are the basic example of the token base authentication, it comes under the connected tokens smart card
technology. Smart cards can be very cheap and contain proven security mechanism. Similar to the ATM identity
cards and keys are also the example of the token based authentication. ID cards are the most commonly used
authentication technique in any organization. ID cards are most popular in these sectors, they contains RFID tags,

which at the time of inserting authenticates on the unique tag number.

2.4.Biometrics Based Authentication

Biometrics based authentication is again most common in some of the organizations. Biometrics is a technology
which uses physiological or behavioral characteristics to identify or verify a person. Most commonly used
characteristics for authentication include fingerprint, face, and iris. A conventional biometric authentication system
works in two phases: enrollment and verification (Fig 6). In the enrollment phase, a biometric feature set is extracted
from user’s biometric data and a template is created and stored in the database. During the verification phase, the
same feature extraction algorithm is applied to query biometric data, and the resulting query feature set is used to

construct a query template. The query template is matched against the stored template(s) for authentication.
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Fig. 5. Enrollment and Verification in Biometric Authentication

322 | Page




International Journal of Advanced Technology in Engineering and Science -
Vol. No.5, Issue No. 04, April 2017 ijates

www.ijates.com ISSN 2348 - 7550

Various biometrics authentication techniques are present in the market, such as (a) Fingerprint or Palm-print, (b)
Hand Geometry, (c) Face, Iris, Voice, Retina Detection.

All of these techniques are developed in various ways, the development in this field leads to the more secured
Authentication schemes. Among these techniques fingerprint is the most popular technique, which uses fingerprint
scanner for authentication.

11 WHY GRAPHICAL PASSWORDS

Among all of the above discussed authentication schemes, each and every technique has their own advantages and
disadvantages. Most widely used authentication technique is the text based password. Then on the organizational
level token based authentication and biometric authentication is also popular.

In all these techniques graphical authentication techniques shows most promising results. It can be used on large
scale, and cheap as well as easy for implementation. On the other side biometric authentication provides more
security but cannot be used on large scale, because of its high cost and difficult of implementation. Graphical
passwords are easy to remember for users and difficult to crack by attackers.

In graphical authentication recent development of PassMatrix technique can be possibly implemented on the web

platform.

IV CONCLUSION

From this survey we have reached to the conclusion that how the authentication security is important, but at the time
of focusing on the security we also have to consider the ease of use, by the user perspective. From this survey we
can say that in future graphical authentication is going to be more popular. So for making the authentication more
secure, by keeping in mind that the schemes are supposed to be easy for the user, lots of work can be done in this
area. Also the graphical authentication schemes are not going to be limited for the handheld devices, but it can be
easily implemented on various platforms.
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