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Abstract

The purpose of Vehicular Ad-hoc Network (VANET) cloud, is to provides several computational services to
attenuate hold up, traveling time, accidents, traffic rule violation, and environmental pollution. Today car
manufacturers have already began to equip vehicles with sophisticated sensors which will provide many
assistive features like front collision avoidance, automatic lane tracking, partially autonomous driving,
suggestive lane changing, and so on. Such technological advancements are enabling the adoption of VANETS
not only to supply a safer and more well-off driving experience but also to supply many other useful services to
the driving force in addition as passengers of a vehicle. The increasing number of on-road vehicles has become
a serious cause for congestion, accidents and pollution. Collision avoidance using automatic braking and
camera based surveillance are some other applications that we addressed. VANET faces threats in three
different fields; security, safety, and infotainment, which further have numerous attacks. More precisely, this
research conducted an in-depth study and proposed a VANET trust model which is integrated with the concept
of 5G which plays a major role within the efficiency of network security and creating more and faster channels
for communication .

VANET, 5G, trust model, ITS, VANET cloud, trust value, transient ticket, connected vehicles, 0T, traffic
management, intelligent transportation

1. Introduction

The development of society and economic growth leads to a drastic increase
in the number of vehicles on the road and also the number of motor vehicle
accidents and human fatalities [1].

According to the Highway Statistics 2013 report of the Federal Highway
Administration (FHWA), an agency under the United States Department of
Transportation (US-DOT). In the period 2012-13, 33,908 people were fatally
injured in motor vehicle crashes in the United States [2][3].

Recently a remarkable transformation has happened in ITS and vehicular
networks with the emergence of Cloud Computing (CC). This judicious blend
of technology is termed as VANET cloud and it promises a new versatile system
to enhance transportation efficiency and safety [4][5].

The architectural framework for the VANET cloud is classified into three cat-
egories namely Vehicular Cloud (VC), Vehicles using Clond (VuC), and Hybrid
Vehicular Cloud (HVC). Vehicular Ad-Hoe Networks (VANETSs) are considered
subclasses of Mobile Ad-Hoe Networks (MANETSs) [6][8][9].
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In vehicular ad-hoc networks (VANETSs), vehicles exchange information re-
lated to road safety and traffic efficiency via vehicle to vehicle (V2V) or vehicle
to infrastructure (V2I) communication. In case the exchanged information is
incorrect; accidents and traffic congestion would increase. [10}-[12],[7],[13].

Location closeness is an important variable in VANET, which plays a sigmf-
icant role in the trust model. The location closeness is a procedure to share the
position of all neighbouring vehicles with a period of time using all precautions
such as; time, safety, and reliability [14].

It also describes the physical position of the actual vehicle with the help of
location coordinates using VANET technology. The location closeness is used
to verify wehicle information such as wvehicle location at a certain time or the
area in which the vehicles followed, and use personal information such as user
ID and wvehicle 1D [15].

In location closeness, there are chances of receiving wrong messages or in-
formation regarding the vehicles. These attacks are known as “Global Position
System Faking Attack”; this attack occurs when the attacker broadcasts fake
positioning information which can pumish certain applications based on geo-
graphical routing, or even nodes located at that same falsified position [8][16].

In addition, “Replayed, Altered, and Injected Messages Attacks™ can clearly
reduce the performance of all network applications, as well as the exchanged
data trustiness.[17].

Therefore, untrustworthy or malicious vehicles increase the chances of trans-
forming insecure information among the vehicles in VANETSs. It 1s a fact that,
in VANETSs, the overall communication is executed in open access methods,
which is the major fact to makes this network vulnerable and post attacks hy
the attackers. The malicious vehicles can overwrite, modity, and can delete the
messages 1n VANETs., Vehicular Networks System comprises of a number of
nodes such as RSU and vehicles. [18][19].Figure.1 shown the rule violated by

Pune citizen, Figure .2 show the traffic congestion in camp area in Pune City.

Figure 1: Rule violation by citizens in Pune city
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Figure 2: Traffic Congestion in Camp, Pune

2. Literature Survey

In the survey, we studied a proposed method to reduce Vehicle to Infrastructure
(V2I) authentication latency and also the distributed public key revocation. For
authentication latency, the proposed mobility prediction scheme relies on Mul-
tilayer Perceptron (MLP) and an infrastructure-based Short-time Certificate
Management (SCM) scheme. This helped to search out out the authentica-
tion processing overhead of vehicles at a breaking distance. The proposed novel
three-tier vehicular cloud architecture. Tier-1 1s named the device level that op-
erates on sensors, repository, knowledge processing, API support, ete. Tier-2 is
named the communication level that emphasizes Vehicle to Vehicle (V2V), V21,
and In-car communications. The last level Tier-3 1s termed the service level,
which works on context, communication, and customized-based services. the
facility of the VC concept by enumerating several possible application scenar-
i0s8. The authors have also discussed several security and privacy issues specific
to VCs with possible solutions. This known that Vehicular Cloud Comput-
ing (VCC) may be a technologically feasible and economically viable paradigm
shift for converging intelligent vehicular networks towards autonomous traffic,
vehicle control, and perception systems. the placement closeness 1s emploved
to verify vehicles, there are chances of receiving wrong messages or information
regarding the vehicles. These attacks are called “Global Position System Faking
Attack™; this attack occurs when the attacker broadcasts fake positioning infor-
mation which might punish certain applications supported geographical routing,
or maybe nodes located at that very same falsified position [4], [12]. addition-
ally, “Replayed, Altered, and Injected Messages Attack™ is another reasonably
attack, which may be defined as “dishonest vehicles can replicate many copies
of the identical message, modify the message, or create and inject new messages
within the system while acting as a relay node for inter-vehicular communica-
tion”. These attacks can reduce the performance of all network applications,
likewise because the exchanged data trustiness. VANET encounters several se-
curity challenges and problems to pander to authentication and privacy securely
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[13]. Therefore, untrustworthy or malicious vehicles increase the probabilities
of reworking insecure information among the vehicles in VANETSs. it’s a incon-
trovertible fact that, in VANETS, the communication 1s executed in open access
methods, which is that the major fact to makes this network vulnerable and
post attacks by the attackers. The malicious vehicles can overwrite, modify,
and might delete the messages in VANETSs.

3. Theory

3.1 Proposed Model

3.1.1 Introduction of Model
As we all know Vehicular ad-hoc networks (VANETSs) technology has emerged
as a significant research area over the last few years. Being ad-hoc in nature,
VANET may well be a mode of networks that are created from the concept
of making a network of cars for a specific need or situation. VANET allows
vehicles to talk with the roadside equipment.It works under ITS (Intelligent
transportation system). Mobile communication, traffic monitoring safety, and

WANET Security Challenges
and Possible Threats
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Figure 3: Requirements

public utility management are the key components of VANET. VANET:s ap-
plications enable vehicles to connect to the online to induce real-time news,
traffic, and weather reports but because of a huge increase in population rate
the wehicles increase which affects VANET security and privacy so here to scale
back the attacks and secure the privacy of VANET we are using 5G integrated
VANET trust model which is safer and can help to cut back attacks.

3.1.2 Components of Model

s Requirements:

It is important in VANET to reduce the security attacks in different info-
tainment, safety and security-related applications that require the secure

exchange of data among nodes. In VANET there are six major require-
ments as shown below and defined as follows [4], [11],: i. Availability:

VANET network should be available to utilize the security, safety, and

infotainment application.
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il. Authenticity: This is the most important factor in VANET. It consists
of identification, authentication, and access control.
ili. Confidentiality: It enables secure communication between the nodes.

iv. Integrity: It ensures that the node receives the messages in a correct
form without alteration or modification.

v. Privacy: The location and identity will keep private and secure.

vi. Non-repudiation: In VANET non-repudiation confirms that the given
information sends by a node cannot be denied that it has transmitted.

Figure.3 will show the requirements of this project.

o Drawhacks of VANET Model:

This section listed the common threats faced by VANET [4], [5], [11], also
mentioned below:-

I. Certificate Replication Attack: In this attack, the certificate is replicated
multiple times. II. Eavesdropping Attack: Attacker intercept transmitted
the communication to gain access or password.

ITI. Tracking Tracing Attack: Trace or track the correct position of device
and vehicle.

IV. DoS Attack: it is caused by any action that prevents to access part
of a network from functioning correctly and timely manner. This causes
a legitimate vehicle to access the application or services.

V. Jamming Attack: This attack is almost the same as a DoS attack, but
this time the shared bandwidth among the nodes or network is jammed.

VI. Coalition and Platooning Attack: This attack work in a group where
multiple dishonest vehicles collaborate with each other to perform mali-
clous activities such as; bandwidth usage or stopping any services.

VII. Betrayal Attack: This attack occurs when honest vehicles become
dishonest during transmission.

VIII. Replayed, Altered, and Injected Messages Attack: This attack al-

tered or modify the information during messages transmission. This will
cause to send multiple erroneous messages.

IX. Musion Attack: Typically this attack is related to hardware component
for example wrong sensor reading, incorrect messages are sent to other
vehicles.

X. Masquerading Attack: This attack caused by a dishonest vehicle wear-
ing a legitimate certificate by disturbing and doing malicious activities.
XI. Impersonation Attack: A dishonest node assumes to another node by
using the wrong identity.

MII. Syhil Attack: A dishonest node transmits multiple fabricated message
[Ds to the legitimate node where the legitimate nodes assume that they
are dealing with multiple devices.
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XIII. GPS Position Faking Attack: Falsified positioning based on geo-

graphical coordinates.

XIV. Timing Attack: The attacker adds the delay between the packets,

which cause unforeseen incidents.

XV. Blackhole Attack: A dishonest node transmits the false reply message
to the other vehicle that dishonest host is optimal route information to

the destination.

XVI. Gray hole Attack: A dishonest host drops the packet of the particular

vehicle in the network and transmits other packets to its destination.

S0 to overcome these all attacks we are implementing a VANET proposed
trust model which overcomes through all these problems.
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Figure 4: Working of the model

3.1.3 Working of Model

The proposed scenario has been divided into three phases; key exchange, ve-
hicle registration and issue-reporting. The key exchange phase is used by the
authorization authorities like CA (Certification Authority), RSU (Road Side
Unit) and TPCVC (Traffic Police Controlled Vehicular Cloud) respectively. In
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this phase these authorities will generate and exchange a symmetric secret key
for their own communication. This key will be different from the key what the
authorities will be using to communicate with vehicles on the fly. Vehicle regis-
tration phase takes care of the registration of vehicles with CA and TPCVC and
as well as the Transient Ticket (TT) generation of vehicle by the RSU. Here the
concept of Trust Value (T rV ) has been introduced which will be granted by
CA to the vehicle for ensuring the trustworthiness of vehicle during communi-
cation. Once registered with CA, a maximum of five as (TrV) will be granted to
the vehicle. In the issue-reporting phase the sensor values from the vehicle will
be reported to the TPCVC and this helps the TPCVC and CA (traffic police
department) to initiate action against the vehicle which violated the transport
or traffic rule of that region and CA can reduce the (TrV) of the vehicle by
one.In figure.4 the working of model is shown.

2) As described above, the proposed trust model consists of two main com-
ponents; (1)Trust Estimation Model, (ii) Decision Model.

The decision Model in our model received trust value from the trust model
to decide whether to process the message or discard it on the bases of the
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Figure 5: Diffie-Hellman Algorithm Graph

threshold value. If the trust value is less than the threshold value a TRUE
message 1s generated and the decision box accepts the value send an update to
a database and takes an application

specific decision. Our Trust Model is for two types of applications that are
safety and traffic eficiency.If the trust value exceeds the application-specific
threshold value, the message is discarded and the FALSE message is generated.

The false generated message will be discarded and information related to
the false message will be stored in the database. Based on the value of the false
generated message, invoke/revoke procedure will be executed. Road Side Unit
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(RSU} is the trusted unit in the model. RSU will provide initial trust value to
all vehicles in the region of interest. All vehicles will have a unique ID in the
region. RSU generated an alert message to inform about a malicious vehicle
in the region of interest. This alert message helps vehicles in the region not to
trust the information received from the malicious node.1.

3.2 Algorithm
3.2.1 Diffie Hellman (DH) Algorithm

It iz a keyv-exchange protocol that enables two parties communicating over pub-
lic channel to establish a mutual secret without it being transmitted over the
Internet. DH enables the two to use a public key to encrypt and decrypt their
conversation or data using symmetric cryptography.Figure.5 explain the graph
of Dillie-Hellman Algorithm.

Algorithm
Stepl: Alice and Bob get public numbers P=23, G=9
Step2: Alice selected a private key a=4 and bob selected a private kev h =3
Stepd: Alice and Bob compute public values
Alice: x= (9*mod23) = (6561mod23) = 6

Bob : y = (P*mod23) = (720mod23) =
Stepd : Aliceand Bobexchangespublicnumbers
Steph : Alicereceivespublickeyy = lband

How RSA Encryption Works
ans s
o’ ‘a--> - 3 -an
=" Plaintext Ciphered Decrypted -'-
Sender data Data Plaintext  Recilent
data
Public Key Private Key

Figure 6: Working of RSA

Bobreceivespublickeyr = 6

Steph : Aliceandbobeomputesymmetrickeys
Alice : ka = y"modp = 65536mod23 =0
Bob : kb = zPmodp = 216mod23 = 9

StepT : Qisthesharedsecret.
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3.2.2 RSA

It is asymmetric cryptography algorithm. Asymmetric actually means that it
works on two different keys 1.e. Public key and Private key. As the name de-
scribes that the public kev 1s given to evervone and private key 1s kept private.
Figure.6 explain vou the WOrking of RSA.

Algorithm

1) Generating Public Key

¢ Select two prime no's. suppose p = 53 and Q = 59.

Now first part of the public key : n = P*() = 3127.

# We also need a small exponent say e:

But e must be

- An integer.

- Not be a factor of n.

- ljej (n)

Let us now consider it to be equal to 3

e Our Public Key is made of n and e.

2) Generating Private Key

¢ We need to calculate (n):

such that (n) = (P-1)(Q-1)

so, (n) = 3016

¢ Now calculate Private Key, d:

d=(k*(n) +1) / e for some integer k

For k=2, value of d is 2011

4. Advantages

The promise of safe driving, intelligent traflic system, early warning signals for
motorists that would minimize road mishaps, increase road conditions advise-
ment, and provision of higher in-transit communication, inter-vehicle commu-
nication, and road-vehicle communication are a number of the hallmark of auto
spontanepous network (VANET). VANET= are wont to provide communications
to nearby vehicles in terms of V2V and vehicles. This VANET application is
referred as a non-safety application, which aims at enhancing drivers and passen-
ger's comforts. It can provide the motive force and passenger with the updated
climate information, hotels, nearby restaurant, and patrol stations. Passen-
gers can play games online, get Internet access, and send and receive messages
when vehicle 1s within the range of the network. The safety apphcations of
VANETS are accustomed enhance the protection. In this safety application,
vehicle-to-vehicle and/or vehicle-to-infrastructure communications will be ac-
customed improve the traffic safety, lane changing warning, emergency video
streaming, avolding collisions, and accidents. The main purpose of this appl-
cation is to make sure the protection of drivers, passengers, and pedestrians.

5. Conclusion and Future work

Secured Vehicular Ad-hoe Network (VANET) cloud communication in Intelli-
gent Transport Systems (ITS) may be a challenging task. during this paper, a
secured VANET cloud-based application for detecting transport or traffic rule
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violations when the vehicle is on the move is proposed. This helps the traffic lo-
cal department to enhance road traffic productivity with the utmost safety. The
concept of car Using Cloud (VuC) is employed during this work to store mes-
sages, keys, certificates, and sensor values. The proposed Trust Value (TrV)
and RSU generated Transient Ticket (T T) have contributed to the improved
reliability of this application by providing unconditional trust in vehicles and
reducing communication latency. additionally to the present, the importance of
VANET security and also the list of common threats which will be attacked on
VANET are described. Moreover, the concept of integrating 5G within the pro-
posed model means establishing the method with higher bandwidth to secure the
vehicular ad-hoc network. Therefore, this research proposed a model for mea-
suring quot:location closenessquot; through two main blocks (Trust Model and
Decision Model) for executing and transmitting messages between the nodes.
This paper is beneficial for establishing a secured community with the assis-
tance of the proposed trust model. This was specifically supported calculating
the quot;Location Closenessquot; parameter.

Further research will focus on how to seamlessly adapt security schemes in
the vehicular clond with a prioritised message dissemination service in VANET
cloud communication. The communication overhead and security performance
will be investigated by simulating more realistic scenarios, and the proposed
model will be enhanced by adding other parameters such as data integrity and
authentication.
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