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ABSTRACT

Software engineering is the basis of development of any software. In the past few years, security of software is of
high concern. Therefore detection of errors which can lead to insecurity is quite important. In this paper, efforts
are made for detection of errors by designing an application for e-commerce websites which takes file as input,
checks it and outputs its constraint status. This paper aims to analyze the security assets of e-commerce websites
that are threatened and help in proper detection of errors by validating various security constraints as many a
times developers may overlook the constraints unapplied.
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I. INDRODUCTION

Software can have a huge impact in any aspect of society. Software systems play a vital role in our modern
society. Software engineering is an engineering discipline that is concerned with all aspects of software
production from requirement specification to maintaining the system after it has been launched into use. In
general software development processes consists of a particular set of software development practices which are
performed by the software development team in a predetermined order.

In today’s world where we are advancing towards e-commerce and business is happening over web/internet,
security is an area of major concern for all kinds of applications. As the technologies advance, there is a wide
increase in the threat to the security of software. Security is concerned with every phase of software
development, right from requirements specification to design, implementation, testing, and deployment of
software. Thus security of software has become an essential part, which has to be taken care of during the
process of a software development.

Whenever we start the development of software, along with its functional requirements there has always been a
need to think seriously about the security requirements as well. Security is vital to any software and terminates
only when only when the software retires. It is also important for the development team to successfully identify
and resolve all the security issues, during the development of software itself conforming that the deliverable

product is secure and highly reliable to the users who use the software.
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Il. TESTING

Testing is the process of evaluating a system or its component(s) with intent to find whether it satisfies the

specified requirements or not. Testing is executing a system in order to find any gaps, errors, or missing

requirements in contrary to the actual requirements. Software testing is a formal process carried out by a

specialized testing team in which a software unit, several integrated units or an entire software package are

examined by running the programs on a computer [1]. It is a very important part of software engineering to

check the quality of the product in context to which it is engineered to operate.

It is used to validate and verify that a software product meets its specifications and technical requirements.

Software testing can be performed at any time during the software development process. Testing is performed in

context to detect software failures so that appropriate errors may be discovered and corrected. It is an

investigation done to find out the actual quality of the system developed, to check whether the given system

works as expected and meets the technical requirements [2]. Testing compares the present state & behavior of

system to the user expectations, specifications, standards, and target audience expectations as every software has

its own target audience.

Designing effective test cases is important but the strategy used to execute them is also as important. There are a

number of questions that arise while a system is being tested. To name a few of them, Should the entire program

be tested? , Or should tests be run on small cases of it? At what time the customer is involved? And so on. So, a

strategy for execution of testing is given by the project manager, testers and engineers involved in the project.

And after that too, there may be lot of cost involved in testing phase as compared to any other software

development activity.

As testing is an activity which is planned earlier and conducted in some step-by-step systematic approach, there

are templates of testing into which test cases are placed. A number of software testing strategies have following

things in common:

e At different situations or times, the testing approach is different.

e |t starts from the component or unit level moving towards the integration of the whole system.

e Debugging is a different term than testing. Debugging is usually at implementation phase and may be
accommodated within testing.

e Testers, for large projects, and developers, for small projects conduct testing.

Strategy for software testing includes the low level as well as high level tests which ensure small segments of

code correctly working and major system functions against user requirements.

I11. IMPORTANCE OF TESTING

Software testing plays a vital role in the field of software engineering. Testing is critically important for any
software as without testing, software is, no doubt, developed but is at threat to be caught by any error at any
time also causing failures. Testing helps in delivering the software that meets user specifications, prevents
unexpected results and also improves the maintenance part of the application.

According to one survey software errors costs about 80% of the software development costs of a project that are

spent only on identifying and fixing errors [3]. It assures the quality of any software. On an average, there are
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about 30-85 errors per 100 lines of code while the number reduces to 0.5-3.0 errors per 1000 lines of code after

testing is undertaken. This conveys that still 0.5 to 3 errors are there for one thousand lines of code which are
left undetected before delivering the product. Therefore, testing is considered as important as implementation

and other phases of software development.
IV. RELATED WORK

Security engineering with patterns is currently a very active area of research [4]. Security patterns -- an
adaptation of Design Patterns to security -- capture experts' experience in order to solve recurrent security
problems in a structured and reusable way [5]. Applying design pattern enables developers to reuse it to solve a
specified design issue [5, 6]. Recently [7] proposed a UML based validation method for security constraints.
This method uses Security Design Pattern (SDP) and Security Requirement Pattern (SRP) that a developer uses
to validate the security constraints [6, 7, 8]. A security pattern is reusable as a security package and incorporates
security information; permitting programming engineers to outline secure frameworks like a security expert.
This method leads to the identification of assets, threats, and countermeasures during an early stage of
development [6]. The appropriate application of the pattern and the existence of vulnerabilities, identified in the

early stage of the design model had been validated.
V.PROPOSED METHOD OF VALIDATING FILES

For any software, testing is conducted in order to ensure that there is no error while the system runs. Securing
the system is as well important for the testers developing software. To make sure the security constraints are
applied to the software which is under development, validations are important. This paper proposes a validation
method for validating the security constraints for e-commerce websites.

This is important because if the validations are left unapplied, it can lead to the insecurity of software which
may lead to failure also. Secure software is important to assure the quality of the software. Therefore, there is
need of designing a system which can validate a file so that it can be easily known whether a given specified
security constraint is applied or not. The testing method used here is introduced as an application that validates a
file for various security constraints for a given security asset (module). It is an automated testing method for jsp

and sql files used for developing e-commerce websites.

User selects the module From given list of constraints,
where validations are to ﬂm::> user enters the constraints to

checked be checked

=5

Clicks the "TEST FILE” User uploads the file to be
button to get the output <:|[|” checked
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=

d
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“Implemented” or “Not
Implemented” against each

constraint shows which
validations are applied in the file

Fig 1. Steps for validating a file
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Figure 1 shows the various steps for validating various security constraints of a file. Before the steps were

implemented, first all the security assets (functions) of e-commerce websites that can be threatened are analyzed
in detail. These functions are used and implemented as different modules.

Step 1: In the first step, user selects the module where validations are to be applied.

Step 2: In the next step, from the list of constraints, the user enters the constraints that need to be validated in
that particular module.

Step 3: Finally the file (jsp or sql) is uploaded.

Step 4: After the file gets uploaded, it outputs the constraint status, showing if the security constraints are

implemented or not.

VI.RESULTS AND DISCUSSION

This section presents the simulated results of validating the security constraints for web application testing.
Figure 2 and Figure 3 below show some examples of the security assets that can be threatened. The security
assets considered in this paper are add to cart and login modules which are selected by the user to validate

various security constraints present in them.
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VIl. CONCLUSION AND FUTURE WORK

Employing security patterns requires special training to the developers; it is a costly method as well. The
previous methods for detection of errors are expensive and are available as tools. In this paper, efforts are done
to detect the errors by validating security constraints as an application. It is also a less expensive method
compared to other methods.

This application is specially designed for validating the security constraints during the development of software
which also reduces the testing effort to a great extent. This application takes file as input, applies validations to
it and outputs its constraint status. The status indicates if the security constraints are implemented or not. The

proposed system also considers wide range of security assets (functions) in this context. The proposed system is
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USE model independent as it doesn’t depends on UML diagrams for generating security patterns. It checks the

security constraints status for the web related files.

The scope of the proposed work is limited to validating the constraint status of jsp and sql files only. This work

can be extended to implement testing as service so that multiple users can use this service.
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