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ABSTRACT

In this work, a discussion is made based on a novel method for the data security authentication in mobile ad hoc
network using the combination of symmetric and asymmetric algorithms.

In order to have data security, all the data packets are encrypted and decrypted using a private key and
authentication can be obtained by asymmetric cryptography all using RSA algorithm. To ensure the proper

complexity of RSA algorithm for higher level security, an enhanced RSA cryptographic algorithm is proposed.
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I. INTRODUCTION

The security in the network plays an important role and can be achieved by cryptographic algorithms [
HYPERLINK \I "Sal" 1 ]. Cryptography is the science and art of transforming messages to make them secure
and immune to attacks by authenticating the sender to receiver within the network. The cryptographic
algorithms are of two types 2]} symmetric key and asymmetric key algorithms. Symmetric key algorithm uses
single key to encrypt and decrypt the data whereas, asymmetric key algorithm uses two types of keys i.e. public
key for the encryption and private key for the decryption. Two important properties of crypto systems are its
speed and security. Speed refers to the time taken by the algorithm to convert a given plain text to cipher text.
Key plays a prominent role in encryption and decryption algorithm and its size determines the strength of
encryption algorithms. The increase in key size reduces the speed of the algorithm but in turn increases the
security.

In this work, the main security issues and existing solutions in MANET is reviewed, particularly in which has
not been widely addressed. An enhanced RSA Cryptographic Algorithm for mobile ad hoc networks is

proposed. The purpose of this architecture is to keep the data confidential due to malicious activity in the route.

176 |Page




International Journal of Advanced Technology in Engineering and Science -
Vol. No.3, Special Issue No. 01, September 2015 ijates

www.ijates.com ISSN 2348 - 7550
Il. PROBLEM STATEMENT

The main objective of this work is to achieve data confidentiality and authentication by enhanced RSA
cryptographic algorithm.
An Implementation of the proposed enhanced RSA cryptographic algorithm is provided, which gives high data

security with authentication.
I1l. LITERATURE REVIEW

[ HYPERLINK \l "Raj14" 3 ] In his paper developed a strategy to choose one of the authenticated routing
protocols according to its security-effectiveness, study it and analyze its functionality and performance. The
authenticated routing for ad hoc networks secure routing protocol was chosen for analysis. He provides specific
proposed solution against the different attacks in mobile Ad-hoc network.

41} In their paper presents the detailed study of the popular Encryption Algorithms such as DES, AES, RSA,
Diffie-Hellman, DSA and hashing algorithms. The also added that to provide more security to the network and
data, different encryption methods have to be used.

[ HYPERLINK \I "YuP11" 5 Jin their work they introduced a novel, efficient and lightweight encryption
protocol that fulfills the need for security protection in wireless ad-hoc networks. This protocol ensures the
privacy of communication from node to node and prohibits the modification of sensitive data by dynamically
changing the secret key for data encryption during packet transmission. Under the protection of this protocol,
only the original sender and authorized recipient are able to decode the cipher text using the secret key that is in
their possession only. Therefore, the weakness of pre-shared key encryption is overcome and other wireless
attacks are prevented. Experiment results with different network configurations and key sizes have been
simulated. They indicate that this i-key protocol design is efficient, with low commutation overhead, while
providing better and stronger data protection compared with other common security protocols in IEEE 802.11
wireless network. Furthermore, the dynamic encryption and decryption architecture in i-key protocol is flexible;
other secure systems can also adopt it as a secondary security enhancement without compromising system

performance.
IV. BASIS OF CRYPTOGRAPHY

Cryptography has a long history, but in general it is still very strange, because it is only in a small area, such as
the Military, Intelligence, Diplomatic and other sensitive sectors. Computer cryptography is the study of
computer information encryption, decryption and transformation of scientific, inter-disciplinary mathematics

and computer, it is an emerging discipline.6]}
V. RSA ALGORITHM

This algorithm was Introduced at the time when the era of electronic email was expected to soon arise, RSA

implemented two important ideas:
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1. Public-key encryption:This idea omits the need for a “courier" to deliver keys to recipients over another

secure channel before transmitting the originally-intended message. In RSA, encryption keys are public,
while the decryption keys are not, so only the person with the correct decryption key can decipher an
encrypted message. Everyone has their own encryption and decryption keys. The keys must be made in such
a way that the decryption key may not be easily deduced from the public encryption key.

2. Digital signatures: The receiver may need to verify that a transmitted message actually originated from the
sender (signature), and didn't just come from there (authentication). This is done using the sender's
decryption key, and the signature can later be verified by anyone, using the corresponding public encryption
key. Signatures therefore cannot be forged. Also, no signer can later deny having signed the message.

This is not only useful for electronic mail, but for other electronic transactions and transmissions, such as fund

transfers. The security of the RSA algorithm has so far been validated, since no known attempts to break it have

yet been successful, mostly due to the difficulty of factoring large numbers n = pg, where p and g are large
prime numbers[ HYPERLINK \I *Mil09" 7 ].

VI. RSA ALGORITHM OPERATION

The RSA algorithm involves three steps: key generation, encryption and decryption.
Key generation: RSA involves a public key and a private key. The public key can be known by everyone and is
used for encrypting messages. Messages encrypted with the public key can only be decrypted in a reasonable
amount of time using the private key. The keys for the RSA algorithm are generated the following way:
1. Choose two distinct prime numbers p and q.

» For security purposes, the integersp and g should be chosen at random, and should be of similar bit-

length. Prime integers can be efficiently found using a primarily test.

2. Compute n = pg.
» nisused as the modulus for both the public and private keys. Its length, usually expressed in bits, is the
key length.
3. Compute pm) = o()o(q) = (p — )(q — 1) =n - (p + q -1), where ¢ is Euler's totient function. This

value is kept private.
4, Choose an integer e such that 7 < e <¢(n) and gcd(e, p(n)) = I; i.e., e and ¢(n) are co-prime.

> eisreleased as the public key exponent.

» e having a short bit-length and small Hamming weight results in more efficient encryption — most
commonly 216 + 1 = 65,537. However, much smaller values of e (such as 3) have been shown to be
less secure in some settings.

5. Determine d as d = e—1 (mod ¢(n)); i.e., d is the modular multiplicative inverse of e  (modulo ¢(n)).

» This is more clearly stated as: solve for d given d-e = I (mod ¢(n))

» This is often computed using the extended Euclidean algorithm. Using the pseudo code in the Modular
integers section, inputs a and n correspond to e and ¢(n), respectively.

» dis kept as the private key exponent.

The public key consists of the modulus n and the public (or encryption) exponent e. The private key consists of
the modulus n and the private (or decryption) exponent d, which must be kept secret. p, g, and ¢(n) must also be

kept secret because they can be used to calculate d.
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» An alternative, used by PKCS#1, is to choose d matching de = I (mod J)with A = lem(p — 1, g — 1),

where lcm is the least common multiple. Using 4 instead of ¢(n) allows more choices for 4. 4 can also
be defined using the Carmichael function, A(n).
Since any common factors of (p-1) and (g-1) are present in the factorization of p*qg-1, it is recommended that (p-
1) and (g-1) have only very small common factors, if any besides the necessary 28]}.
Encryption: Alice transmits her public key (n, e) to Bob and keeps the private key d secret. Bob then wishes to
send message M to Alice.
He first turns M into an integer m, such that 0 <m < n and gcd(m, n) = 1 by using an agreed-upon reversible
protocol known as a padding scheme. He then computes the cipher text C corresponding to
£ =m® (modn)
This can be done efficiently, even for 500-bit numbers, using Modular exponentiation. Bob then transmits C to
Alice.
Note that at least nine values of m will yield a cipher text C equal to m[ HYPERLINK \I "Wik15" 81].
Decryption: Alice can recover m from C by using her private key exponent d via computing
m = C% (mod n)}

Given m, she can recover the original message Mby reversing the padding scheme [8].
VII. PROPOSED WORK

Data Encryption and Authentication

In order to have data security, all the data packets are encrypted and decrypted using a private key and
authentication can be obtained by asymmetric cryptography [9]. For this, an enhanced RSA cryptographic
algorithm is proposed.

Enhanced RSA cryptographic algorithm (ERSA) — RSA algorithm is the system used to encrypt with one
key and decrypt with another, in other words we say we can use one public key to encrypt and a private key to
decrypt, and the inverse is also true, that is to say; a private key to encrypt and a public key to decrypt.

Therefore the inverse function is valid here. E.g.:

o= 2y =

Assuming we have a secrete number 7 and we want to multiply it with another number say 328 i.e.
7% 328 = 2296, the result is a large number and it is not clear that 7 is part of this number it is said to be
hidden or encrypted. But if we multiply the 2226 1-"':328 = 7, we will still have our secrete number back.

Therefore, the relation used for encryption is given as: M®mod n =C. Similarly, the relation used for
decryption is given as: € “mod n = M, where C is the cypher text, M is the original message, e, n are the public
key that can be shared with any one, and d is the private key that must be kept secret.

In other words, RSA algorithm can be called a one-way trapdoor function, meaning that you cannot undo the
encryption function without knowing the trapdoor, and this is nothing rather than the number n. By increasing
the strength and complexity of n, we will tend to arrive at a very strong cypher text that will be difficult and

consume a lot of time to decrypt.
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Initially, n is given as the product of two large prime numbers p and g. It is so difficult for a third party to find

the value of n, because of prime factorization. Actually it is easy to find the product of two or three prime
numbers e.g. 3 = 3 = 13. Similarly, it is easy to find the product of two or more large prime numbers e.g.
1889 » 3347 = 6700233, But it is obviously very had to take a very large product of two or more prime
numbers and factor it to find out the constituting prime numbers e.g.: Frimel x PrimeZ = 6700233,

Hence, this is the main problem that supposed to be impossible for the world computing resources to solve for
many decades (50 years is probably a law estimate). Therefore, knowing the factors of n is the trapdoor in this
trapdoor function, that is to say, if you know the factors of n, then you can decrypt a message that has been
encrypted with its public key.

Another important aspect is generator function @(n), which was initially given as:

pn)=(p-1(g-1)

This is very important to us to drive the inverse of e. ¢(n) has a limitation that: it must not share a factor with e.
This must be checked before using the algorithm.

To ensure the proper complexity of RSA algorithm, a new coefficients r and s have been added to the generator

function (n) as follow:

pln)=p-D@-Dr-10E-1)
And then complete all the steps, r and s are taken in to consideration. This will increase the complexity of the
trapdoor n as new additional large prime numbers area added r and s, which in turn become more difficult and
time consuming to decrypt as the value of n has been increased.

The flowchart below obviously explains the enhanced algorithm of RSA which is adopted here.

Example:

We do an RSA encryption with artificially small parameters.

Key generation, Entity A chooses the primes p = 7, q =11, r=13 and s=17, And computes
n=p.gqr.s=17017 ande(n) = (p— 1){g — 1)(r — 1}{z — 1) =11520.

A chooses e =79, find d =319 such that e*d mod ¢(n)=1. A's public key pair is (n = 17017, e =79), while A's
private key is d =319.

Encryption: To encrypt a message m = 52, B uses an algorithm for modular exponentiation 2 to compute
C=Mfmodn=>52"" mod 17017 = 4693

And sends this to A.

Decryption: To decrypt C, A computes

M =C%modn = 4693319 mod 17017 =52
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Compute n=p*g*r*s, ¢(n)=(p-1)*(q-1)*(r-1)*(s-1)

Aput e 1<e<o(n), gcd(e, (p(n))/

Compute e*d mode(n)=1
/Input massage = m /

Compute C,C=m° mod(n)
Compute m, m:cdmod(n)

\ 4
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P

Figure 1: Enhanced RSA Algorithm execution flow chart

VIII. IMPLEMENTATION AND ANALYSIS OF THE ENHANCED RSA ALGORITHM
(ERSA)

The proposed algorithm is implemented using Java, where ten (10) different scenarios where created using
ten (10) different Message texts but using same code. Each message is encrypted and decrypted, and the
time taking to do so is also measured in Nano seconds.

To take this time reading in JAVA, a command known as System.nanoTime() is used, which return the
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Nano second is a thousand million for the second. Therefore, it’s a very small unit of time.

By running the program in different time, the value of the timer may change depending on what the rest of
the computer is doing at that instance of time, since the operating system does many things beside this
program work at that instance.

In order to compare the two algorithms, the above method is repeated using the old algorithm, and analysis
is provided using bar chart created from the result generated in each case using ten (10) different message

texts. The result is tabulated in the table below:

New RSA - NetBeans IDE 8.0.2 - o Il
Is Window Help Q- Search (Ctri+1
> - - -
StartPage X | [a RSA.Java X | [ Gwap.java X | & NewRSA.java X | - o
| Source | History | [@ - rlaASFEBLEIFEDR N e 5| 2 =

cu
e1

22 public byte(] encrypt(byte([] messa ge)

&3 = <

24 ‘ return (new BigInteger (message)) .modPow (e,
as| *

e6

a7

ea public byte[] decrypt(bvte([] message)

g9 &= <

s0 return (new BigInteger (message)) .modPow(d,
91| L

22

N) .toBytearray () :

¥) .toByteArrav();

< >
P
Output - New RSA (run) X | Javadoc =3

> | ===

the plain text: ~
Mazyam A. Yakubu

Figure 2: Program feature
Table 1: Encryption and Decryption time comparison in Nano Seconds
Sce Old RSA Old RSA New RSA New RSA
nari Messages encryption decryption encryption decryption
0S time (ns) time (ns) time (ns) time (ns)
Sharda
1 University, 1506988 130001 4467938 188730
India
Kano
2 Ur.1|ver3|ty of 1607910 134563 4048856 261143
science and
Tech.
Senator Rabiu
3 Musa 1371855 62150 4403508 217239
Kwankwaso
4 Bello Musa 1445979 84387 4236445 91229
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Dr. Abdullahi

Umar Ganduje
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Figure 3: Old RSA vs. Enhanced RSA Encryption Time (ns)
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Figure 4: Old RSA vs. Enhanced RSA Decryption Time (ns)
IX. DISCUSSION AND EVALUATION OF THE ENHANCED RSA ALGORITHM

As we can see, by increasing the parameters constituting the generator function ¢ (n) will make it to be more
difficult instead of two parameters as in old RSA algorithm. The increase in the degree of that function by two,
leads to change in all of the concerning equations of cryptography and their attacks. It is clear that, the
modification of algorithm presents a new strategy which is different from that of classical.

When the enhanced algorithm is threatened during attacks process which may related directly by factorial
multiplication properties, there is need to increase it by two the number of probabilities than that of old RSA
algorithm such that in old RSA system the attack takes a factorial of two variables which are p and g only,
however at the enhanced algorithm, it takes factorial of four variables which are p, g, r and s into consideration.

Therefore, more time will be needed to break the enhanced algorithm.
X. CONCLUSION

From the result of the implementation of the enhanced RSA algorithm, we can quickly drive that, time taking to
encrypt or decrypt a message is far more than time taking to do so in the old RSA, hence, this bring us to a very
important conclusion that the aim of the enhanced RSA is achieved in respect to encryption and decryption time
complexity using the same method in the comparative analysis of the two algorithms.

This new approach can enhance the productivity and security of the information and communication technology
especially in commercial sector.

Lastly, the modification can be further enhanced in other to be used in more field of life such as military.
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